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1. Terms and Definitions 
Term Definition 

Analysis 

Data analysis is the act of transforming data with the aim of extracting useful 

information and facilitating conclusions. Depending on the type of data and the 
question, this might include application of statistical methods, curve fitting, selecting, 

or discarding certain subsets based on specific criteria, or other techniques 

Automatic Data Data that logged automatically to the historical database via the RAMS system. 

Data analysis 
The process of gathering, modelling, and transforming data with the goal of 
highlighting useful information, suggesting conclusions, and supporting decision 

making. 

Data mart 
Is a subset of an organizational data store, usually oriented to a specific purpose or 
major data subject. 

Data mining 
The use of a computer application to search for and discover new insights about the 

business and significant relationships among the data in the data warehouse.  

Data warehouse  

The term was coined by Bill Inmon in 1990, which he defined in the following way: "A 

warehouse is a subject-oriented, integrated, time-variant and non-volatile collection 

of data in support of management's decision-making process". 

DS SUI server datasource 

Enterprise Server 
An Enterprise Server is a computer that stores programs serving the collective needs 
of an enterprise rather than a single user or department 

Enterprise Solution 
Solution designed to integrate multiple facets of a company's business through the 

interchange of information from various business process areas and related databases 

ETL Extract, transform and load. 

FDS Functional Design Specification (Document) 

FED 
Front End Device(s), this is typically a PLC or RTU style device. The agent server 

communicates to these devices via a protocol e.g., Modbus ethernet protocol 

LoRA 
Radio Network and Alliance to support and grow adoption of LoRa based IOT products 

and solutions.  

Historical Data 
Data that has been logged/captured; this data is a representation of what happened 
historically. 

Manual Data 
Data that is not automatically captured, this is data that an operator enters into the 

system. 

NIC Network Interface Card 

Normalized Eliminating redundant data and ensuring dependencies make sense. 

OLAP 
‘On-Line Analytical Processing’. The key thing that all OLAP products have in common 

is multidimensionality. 

PLC Programmable Logic Controller 

RAMS Retail Asset Management System 

Reporting The regular provision of information to decision-makers within an organisation 

RTU Remote Terminal Unit 

RAMS Retail Asset Management System 

SUI Smart user interface 

URS User Requirement Specification (Document) 
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Question 1 - Relevance and Mandate 

Adroit Technologies was approached by Energy Capital to design, engineer and deliver an asset 

and energy reduction solution to the RK Group who own one of the largest retail outlets. The 

basis being that retail owners know very little about energy, but it makes up a great portion of 

the overhead of the business and cost pressures require an innovative approach to be able to 

continuously reduce and manage these costs. 

 

The business requirements where that the system needed to: 

• Monitor the asset base to assist in changing behaviour to reduce energy consumption 

• To be cloud based as the retail outlet management do not have the skills to maintain an 

on-premise SCADA system. 

• To be able to allow KPI’s to be measured across various retail outlets regards energy 

performance 

• Each site is different, and the system needs to be flexible to be rolled out over various sites. 

 

 

Question 2 - Describe the Innovation - Concept 

The innovation required us to integrate various cloud-based hardware vendors into an Adroit 

SCADA based in the cloud and do design a solution that is easy to understand and assists the 

management to continuously improve and lower the energy costs. 

 

The site already had energy monitoring, but this was very seldom used as it reports 

retrospectively and doesn’t lend itself to lowering energy costs. 

 

We took the approach of finding best of breed IIoT products that we could reliably interface 

with to ensure that not only can we monitor in real-time but could affect control of various 

assets in order to reach and achieve the mandate. Whilst this seems trivial there were 

operational issues of making sure the quality of supply and health restrictions were continuously 

met; ex If a meat fridge temperature gets too high because the refrigeration is switched off to 

save energy the entire stock of that meat has to be disposed of and could be up to R40k worth 

of stock. So, reliability of remote control over the internet was paramount. 

 

The solution needed to use the various communications to various cloud systems that 

individually did something and be able to reliably integrate this information, process and make 

decisions regards control. In addition, there is another layer where the relevant energy 

performance data had to be relayed to a cloud based analytical platform for us to report and be 

able to generate proper ROI information. 
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Question 3 - Technology 

The technologies used are described clearly in the architecture below. 

 

The innovation required us to integrate various cloud-based hardware vendors into an Adroit 

SCADA based in the cloud and do design a solution that is easy to understand and assists the 

management to  

 

The following is a description of the required components for the solution and the partners we 

had to work and chose to work with. 

 

 
Figure 1 Architecture of Solution 

 

(i) Energy Monitoring 

The site already had installed and were using the Accuenergy products and solution to monitor 

the energy in the field. This data is backhauled using the Internet to a cloud-based solution. We 

used MQTT to interface and we retrieve the data (kW and kWh etc for each point being 

measured) at a resolution of every minute. Currently we are measuring 15 points in the store 

at various points, to better understand the energy distribution usage by section of the store.  

 

(ii) Asset Monitoring and Management Hardware 

We chose to partner with a South African IOT hardware and solutions vendor for this aspect. 

They already had innovative solution using the cloud to monitor and control assets. Again, they 

are a solutions provider but what was key was the fact that the technology we chose needed to 

be proven and cost effective. We chose the Informed Decisions hardware and cloud-based 

backend for the following reasons. 
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• Proven technology 

• The on-site technology used a secure LoRA network that allows a IDLinkMaster to 

securely speak to nodes, deployed to measure and control in the field  

• The nodes we speak of are specifically manufactured electronic hardware that could be 

customised for a particular application. Each node can support up to 4 sensors/actuators 

and being battery backed up gave us a level of confidence that even in times of load 

shedding and power transition the control aspect would remain as we needed. 

• Data is retrieved from the backend using MQTT and we use a web-services API to be 

able to send commands to a site/node to do control. 

• We used some standard nodes and some specific nodes necessary in the retail space. 

o E.g., we designed a specific node to monitor and manage freezers, in that a lot 

of energy is lost when freezers are left open for extended periods of time. The 

node we needed had to be able to monitor the door open (magnetic contact), the 

Temperature, and have a relay to switch on a light/buzzer to draw the attention 

to the staff should the door be left open for an excessive period of time.  

• Other nodes we used were 

o 4 Relay Contacts – switching contactors to be able to manage loads 

o 4 Temperature Sensors (Fridge Monitoring) 

o 1 Temperature, 1 Water Leak Detection and a Relay to manage the defrost cycles 

of freezers and fridges 

o 4 Current Transformers (to monitor if an asset was drawing power/running) 

o Temperature and Humidity Sensors 

 

(iii) Single phase plug-socket control 

The retail outlet has up to 15 stand-alone fridges scattered around the store. After searching 

locally, we ended up choosing the Chinese brand Moko smart plug as the control point for stand-

alone mini fridges. The plugs use Wi-Fi to communicate to a cloud-based solution and we 

integrate using MQTT protocol.  

 

The reasons we chose them was  

• The plugs not only gave us the capability to switch circuits on/off using MQTT, but each 

plug could give us the kWh used by individual circuits. 

 

(iv) Software Packages and Platforms 

The following software packages and platforms will be implemented. 

• The latest Adroit SCADA version. 

a. The Adroit SCADA clients are accessed from any device using the Adroit Secure Mobile 
Gateway – a secure internet/platform independent technology we have designed for 
customers wishing to view their SCADA securely over the internet 

b. Adroit Air Mobile Application for notifications and critical alarms  

• We designed and have used the Adroit EDGE Gateway technology that allows users to 
securely send data from the SCADA to any IOT Endpoint in the cloud. In our case as a 
Microsoft Partner, we use Microsoft Azure.  

• We chose to partner with local Analytics platform OQLIS and have deployed this on the 
Azure platform. 
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Question 4 - Innovation Methodology 

The solution is technologically very complex, in order to achieve the goals reliability was 

paramount as was security. Overlaying this, was being able to design and implement a Maximum 

Demand solution as well as a time-based load management schedule. As we are not the experts 

in running retail outlets we also need to be able to ensure flexibility in the design of the solution 

so that a clear and innovative User Interface would allow non-technical people to manage and 

control their own destiny and more importantly to see the effects of decisions made on energy 

used and cost reduced. 

 

So, after choosing and testing the various technologies we chose and had to interface we 

iteratively worked with the customer in terms of designing the interface. Building the SCADA 

objects, testing the communications interfaces repeatedly.  

 

There are many monitoring systems but control over the web in a production scale application 

was a new thing for us, as we are used to extremely reliable and robust on-site networks. We 

worked and collaborated with Informed Decisions on performing reliability tests. Where we 

setup multiple devices wired together but communicating independently and ran days of round-

tripping test, monitoring the performance of the system. Basically, a command from the SCADA 

was sent to a node in the field to switch a relay on, this output was then hardwired to the input 

of another node that feedback this signal to the SCADA in the cloud, which then on a successful 

read switch off the output and so-on. Initially these tests were around 80% reliable but through 

close collaboration with the Informed Decisions development team, tightening up on feedback 

and handshaking we ran over 10 000 successful round-trip tests at a reliability of over 99%. 

This gave us a level of confidence that the solution would be reliable enough to do control. 

 

The user interface design went through many iterations until we felt it was clear simple and 

delivered value to store management level. 
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(i) The Store Layout Screen 

 

Figure 2 The GIS Overview of Sores owned by an operator 

(ii) The Store Layout Screen 

This gives a visual overview of the IOT sensors installed with an easy to see view of where a 

sensor needs attention or is in alarm.  

 
Figure 3 The Store Layout 
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(iii) The Sensor Detail Pop-up Screens 

Clicking on any sensor gives a detail view and access to the historical data and alarms 
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(iv) The Energy Overview and Management Screens 

This screen allows the user to do the following 

 

• Monitor the energy usage by store section being metered 

• Monitor and see the energy distribution 

• Monitor in real-time Maximum Demand progress and control, based on the block metered 

period. 

• To see immediate feedback on the predicted energy saving during a load control period, along 

with a prediction of how much money and intervention saved.  

• a prediction of the Energy Bill being accumulated over any month. 

• See the overall alarms and events happening within the system. 

 

 
Figure 4 The Store Energy Overview and Management Screen – Managing Maximum Demand 
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Figure 5 The Store Energy Distribution and Usage 

 

(v) Defrost Schedule for Fridges 

This screen allows the user to do setup a schedule at energy convenient times to perform a 

defrost 

 

 
Figure 6 The Defrost Schedule Setup Page 
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Question 5 - Results 

The solution is deployed, tested and final switch on following exhaustive simulations is 

happening as I write this. What is paramount to the success of the solution is how the retail 

outlets owners/operators embrace the solution and use it to reduce energy costs going forward 

at the operational level. This requires a collaboration of energy experts and retail equipment 

installers and maintainers along with the store operational management. The RK Group has 

challenged the status quo by investing in the production proof of value so we are confident we 

will achieve the goals. 

 

By way of example we have identified that when the store is closed the average consumption 

is a standing load average of around 160kW which to use seems very high, the idea is that we 

can focus on this as low hanging fruit and modify control where we could in out of peak period 

cool the freezers down a little more and see how long they last before requiring more cooling 

before reaching an acceptable limit, thus minimising the central compressor running hours which 

is essentially circulating gas at a high energy cost.  

 

Once the solution is bedded down and confidence is established the move towards integration 

of sales revenues against energy by retail segment is a step away. What this means that in real-

time it would be possible to understand the value of various retail outlet offerings and the real 

cost to the business. In essence a management team would be able to compare the cost of the 

coffee shop against sales and foot traffic overall in order to better structure and run the store 

more profitably, so real-time cost accounting is a possibility. This along with using feeds from 

say camera systems to count foot traffic around the store in relation to the cost may lead to 

better ways of segmenting and laying out stores that optimise revenue at minimised energy 

cost. 

 

So, in conclusion the system is complete, and the next few weeks will be an active engagement 

about how the retail outlet management can use the system to change how assets within the 

retail outlet can be run to reduce and minimise the cost of energy. 

 

Question 6 - The future and industrial applications 

The solution has been demonstrated to some large energy users and there is great excitement 

that with the technology we can do Maximum Demand, Load Management and Shift and Shape 

energy usage. The tech has proved itself to be reliable, we have moved the industry from 

monitoring which is a retrospective look to a forward-looking management solution using 

predictions of load, time-based scheduling all backed with cloud analytics. 

 

We are also looking at ways both ESKOM and municipalities can mitigate load shedding for 

industrial users where a collective user group could collaborate with a municipality/ESKOM on 

committing to reducing load during certain defined periods and because we use IOT it is possible 

to monitor individual users within a location and if they don’t meet the agreed to reduction 

targets being able to either switch priority loads off or at worst individual companies can be 

switched off and NOT the entire sub-station. So good citizenship and behaviour will allow all 

business’s in the value chain to benefit from responsible energy management and keep vital 

production going. 

 

A win-win scenario for everyone and South Africa. 


