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1. Overview

Adroit is the product and result of the experience gained in supplying thousands of Supervisory Control
and Data Acquisition (SCADA) and Human Machine Interface (HMI), and other real-time industrial
software and information systems to customers in over 25 countries over a period of more than 30
years.

It represents a combination of the key requirements for a secure, network and Internet-centric software
toolkit that can be readily be tailored to meet the needs of a wide range of applications and industries.
Simultaneously it still preserves a common basic underlying design approach.

The critical need for application future proofing, portability and growth has been fully understood and
integrated right from the start. It is one of the reasons why the Microsoft Windows Operating Systems,
robust, portable 32- and 64-bit multiprocessor platforms were chosen on which to design Adroit. Since
Adroit strives to keep pace with the ever-changing technology, the base software is supported on most
Windows OS's and Server platforms.

Adroit is a good example of Windows Distributed Network Applications Architecture (DNA) — the
application architecture of choice for Microsoft Windows. It has three clearly discernible tiers or layers:
data layer, a middle layer containing the rules or logic for interconnecting the other two outer layers and
the presentation layer.

1.1. Distributed Client-Server Architecture

Adroit is highly-scalable. From stand-alone systems to typical larger Adroit configurations that involve
many Agent Servers (I/O Servers) and Operators running on several different physical computers
connected in a network — local or remote, employing Smart Client technology — with transparent and
seamless communications taking place between presentation and data tiers of the DNA model.

Adroit may therefore be succinctly described as an open, portable, object-based set of process
automation tools and components, structured around the Windows DNA architecture, and hosted on
operating systems from the post Microsoft Windows operating system family.

1.2. Object Oriented and Context Driven Solutions

The real-world works in objects and the value lies in the context in which those objects are used. For
example, a pump is made up of various signals or attributes that define the pump and the way it operates
within a process. Real-time signals may include pump running, pressure, and flow signals. Fixed
attributes might include Manufacturer, Model, and Power Rating but equally valuable is the physical
context in which the pump has been deployed. A Plant, Process Area, Process Unit etc. as defined for
example within an ISA 88/95 standard.

In Adroit it is possible to configure your own templates that include real time and static attributes. By
creating a physical hierarchy for a process and deploying instances of these templates within that
hierarchy allows the Adroit system to build all the Agents, Scanning, Alarming required automatically
and seamlessly as you configure your system.

This allows for greater levels of standardisation; higher quality solutions and the result allows users to
search and filter for any objects by the static attributes assigned during engineering. Reaching all 22kW
pumps, made by Mitsubishi within the Main Process area is easy and intuitive, using the context view
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control that can be simply dropped into an Adroit configuration. Adroit saves you time and money on
engineering and maintenance, a perfect choice for your SCADA / HMI.
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Figure 1 Designer — Start Page

1.3. Openness

Adroit is a product with “*Open Automation Technology” built into its core, that is realised through the
various open interfaces of both the Agent Server, SmartUI Server and Operator components.

In a control system, users want data everywhere and all the time. With this in mind, the various open
interfaces, built on known software standards, mean every property of every object can be exposed to
3" party applications and components running on computers anywhere that have secure access to a
suitably licenced Agent Server (I/O Server) or the Middleware Layer the SmartUI Server (SUIS).

Supporting Web-Services, OPC, OLE DB, SNMP, Scripting and other entry points makes Adroit into an
ideal enterprise level shop-floor visualisation solution that will support any vision for a connected
enterprise.
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1.4. Scalability and Redundancy

Adroit is scalable — users can add power and resources as required, building the system from a single
stand-alone computer to a very large installation that may encompass multiple sites — with very little
effort. Scalability is implemented by adding Agent Server scanning ability or additional remote client
connectivity to the network.

For example, consider a stand-alone installation consisting of a single computer where both the Operator
and Agent Server would be resident. As the application grows, the Operator could be hosted on a
different computer forming a physically separate "client" in the distributed network architecture. This
would allow more computational resources to be dedicated to the Agent Server, an expansion strategy
that neither compromises the integrity of existing data nor requires reworking of the existing
configuration.

Redundancy is supported at the Agent Server (I/O Server) level to give comfort where it is critical to
ensure data is always available from the control (PLCs) network. This is achieved through implementing
the Active Clustering technology. It is extremely easy to achieve and has proved its value to many clients
running critical process control systems. Redundancy and load balancing is also support at the SmartUI
Server level where higher loads because of large numbers of Operators might be connected to a central
set of Agent Servers.

1.5. Performance

Adroit handles large I/O counts with ease. Benchmarked tests were done by configuring a database
containing 50,000 I/O points:- 16,000 analogue and 32,000 digital.

Various performance measurements were taken using the Windows Performance Monitor tool. The
Agent Server containing 50,000 I/O points was loaded up in less than 22 minutes.

It is a generally accepted rule that under normal plant operating conditions one can expect an average
of about 1% of the total I/O to be changing every second. For a plant with 48,000 I/O this represents
around 260 server updates per second. Using relatively inexpensive single CPU hardware less than 20%
average processor loading was measured.
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MAPS Adroit Adroit Lite Adroit Lite & IPC Bundle Adroit Ignite OPC/Edge Gateway
30, 75, 150, 300, 750, 1 500, 2 500, | 30, 75, 150, 300, 750, 1 500, 2 500,
Scanned Point Sizes 21000;+10000, 15.000,.20,000, 5000, 10 000, 15 000, 20 000, 30, 75, 150, 300, 750 & 1 500 300 8, 30, 75, 150, >150 8, 30, 300, 1500, 5000, >5 000

25 000 & 50 000
(also available 5 000 Bundles)

25000 & 50 000
(also available 5 000 Bundles)

Local Design Client

Included as standard on local AS

Included as standard on local AS

Included as standard on local AS

Included as standard on local AS

Included as standard on local AS

Included as standard on local AS

Client Type Single or 5 x View Client Bundles Single or 5 x View Client Bundles 2 x Single View Client ONLY 2 x Single View Client ONLY 2 x Single View Client ONLY OPC Client Connection Licensed

@ Designer v v v v v -

@ Operator v v v v v -

@ Performance Anywhere v v v v v -

@ Adroit Air v v v v v -
Redundancy (Hot Standby) Supported (75% of Agent Server prices) | Supported (75% of Agent Server prices) X b 4 X b4
Distributed/Proxy Architecture v v X X v v
Group Wide License v v v v v v
Technology Agreement Based on Scanned Points Based on Scanned Points Based on Scanned Points Based on Spanned Points Based on Agents used Based on Spanned Points
Agent Types All Available All Available All Available*, EXCEPT for: - All Available*, EXCEPT for: - All Available*, EXCEPT for: - All Available*, EXCEPT for: -

@ Primitive v v Frame; Integer; Real Frame; Integer; Real Frame; Integer; Real Frame; Integer; Real

@ Basic v v MultiState MultiState Marshall; MultiState MultiState

oW AGvancad v v Alarm Management; ARec; Alarm Management; ARec; Alarm Management; ARec; Alarm Management; ARec;

Recipe; Scheduler; ShifAdv Recipe; Scheduler; ShifAdv Recipe; Scheduler; ShifAdv Recipe; Scheduler; ShifAdv
@ MIS/MES v v MaxDemand; OEE_adv; OEE; PID | MaxDemand; OEE_adv; OEE; PID | MaxDemand; OEE_adv; OEE; PID | MaxDemand; OEE_adv; OEE; PID
Audit; DumpConfig; ICMP; Audit; DumpConfig; ICMP; Audit; DumpConfig; ICMP; i s

2 IT v v SNMPMngr SNMPMngr SNMPMngr Audit; DumpConfig; ICMP

@ System v v v v v v

@ Other v v Custom; UDT Custom; UDT Custom; UDT Custom; UDT

Adroit; Adroit Air; OLEDB; Adroit; Adroit Air; OLEDB; Adroit; Adroit Air; OLEDB; Adroit; Adroit Air; OLEDB; Adroit: EventLog: ServerScriots:
Datasources EventLog; GIS; ObjectModel; EventlLog; GIS; ObjectModel; EventlLog; GIS; ObjectModel; EventlLog; GIS; ObjectModel; . Simugl‘étion RIS -
ServerScripts; MAPS; Simulation ServerScripts; MAPS; Simulation ServerScripts; MAPS; Simulation ServerScripts; MAPS; Simulation
Interfaces C API; Web Services; OLE; Active X | C API; Web Services; OLE; Active X | C API; Web Services; OLE; Active X | C API; Web Services; OLE; Active X C API; Web Services; OLE C API; Web Services; OLE

Operating Software - OS

Windows 10 Enterprise

Windows 10 Enterprise

Windows 10 Enterprise

Windows 10 Enterprise

Windows 10 Enterprise

Windows 10 Enterprise

Operating Software - Other

.Net framework 4.6.2

.Net framework 4.6.2

.Net framework 4.6.2

.Net framework 4.6.2

.Net framework 4.6.2

Net framework 4.6.2

FED Drivers

Over 100 available

Over 100 available

Over 100 available

Over 100 available

Over 100 available

Over 100 available

Licensed Drives

Allen Bradley; Siemens EtherNet
and DNP3.0

Allen Bradley; Siemens EtherNet
and DNP3.0

Allen Bradley; Siemens EtherNet
and DNP3.0

Allen Bradley; Siemens EtherNet
and DNP3.0

Allen Bradley; Siemens EtherNet
and DNP3.0

Allen Bradley; Siemens EtherNet
and DNP3.0

*Marshall Agent requires 16 Scanpoints

*Marshall Agent requires 16 Scanpoints
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2. Main Components and Architecture
2.1. Data Layer

Adroit offers users the unique ability to securely integrate both Real-Time and Transactional data
(Databases) and WebService data and even IoT data into a rich and functional user interface. This is
done through creating connections from the SmartUI Server into the various Datasources that make up
the data layer.

Sources of Data can include:
e Agent Server (I/O Server)
e OLE DB Databases (external to Adroit)
e Web Services
e IoT Endpoints (Azure)

-
Adroit 10
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A more detailed description of each Datasource is described later however to summarise:

Figure 2 Layers

In Adroit, the I/O Server part of this architecture is called an Agent Server. Being object oriented, Adroit
does not deal in primitives but delivers value from the start through the concept of intelligent objects
called Agents. Agents are intelligent objects because, in addition to containing "state" information, as
do conventional database records, they also embody "behaviour". A more detailed examination of the
implications and meaning of this is presented under the sub-heading Agents later in this document.
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Agent Details Value
oK
Hame: Engireering:
ADT_JU_MX_TEMP_ACTA 12000000
Descrplion: Riaw:
Mix Temperature: 1632,000000 Update
Device Span Enginesiing Span Alaimng Refresh
Minimur: Minimurrc High-high:
[0.000000] 0,000000 33,000000 Haader.
Maimum: IMawarum: High: Help
4095,000000 45,000000 26,000000
[]SqtExracion  Unit Low: < >
5 ‘C 15,000000
eadbands
High dlarms: Cold stat mm
0000000 [ Enatle
Lows alaee: Walue: Riate of change:
0000000 0,000000 1.000000
Stalistical period (mins). 0 to disable:
0
[_] Enable change moritoring for this agent

Figure 3 Typical Analog Agent
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The Agent Server is responsible for scanning data, pre-processing, logging and alarming and interacting
with external systems such as databases and third-party applications wishing to use the data available
from the plant. Other sources of data can be included in an Adroit system and include data from Web-

Services, OLE DB databases, IoT platforms etc.

2.2. Middle Layer — The SmartUI Server

The SmartUI Server is responsible for managing access to the data layer, graphic forms, and

management of user profiles governing access rights etc.

2.3.
2.3.1. The Operator

The Operator is Internet-enabled and built on top of the Microsoft .Net
flexibility and more custom programming functionality.
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<
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Figure 4 Operator — Display Example
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2.3.2. The Designer

The Designer application is the entry point into building any Adroit solution. A secure log-on and rights
applied allows users to manage what capability and user or group of users has on the system. In addition,
the Designer is the engineering environment in which users create access to data, manage users and
groups and build graphic forms to be displayed in the Operator.

v e Aok techriopen's N _mypume v

paroit 10 AEIEIEIEIEIEY - 770

Figure 5 SmartUI Designer

The graphical plant display windows within the Operator are themselves composed from objects, in this
case display objects known as picture elements. In addition to state information, such as size, location,
colour, etc., display objects may also be configured to have a wide variety of animation behaviours. By
connecting presentation layer animation behaviours to plant values represented by Agents within Agent

Servers, many different animated display effects can be configured that, in real-time, depict your plant
in exactly the way that you require.

ATQMS-MKTG-DOC-ADR_10 - Technical Description.docx Page]| 13



Adroit RN

FACTORY AUTOMATION

3. Agent Servers (I/0 Servers)

The Agent Server, in automation terms is also known as the real-time I/O server. It is essentially a
collection or repository of intelligent objects known as Agents. It is important to understand that most
HMI systems talk of Tags but the object architecture of Adroit adds a layer of intelligence to this legacy
approach.

Agents are called “"Agents” because, instead of only containing data like simple database records or Tags
as used by many other vendors, they also usually contain the ability to operate or act on their own data,
driving its values and to read and write to other objects, and so influence them. Making Adroit very
flexible to the User.

Agents are classified by function into a number of Agent types which can be used to implement a wide
variety of system related, as well as application-specific tasks. For example, the Analog Agent type is
used to handle the signal conditioning and alarm checking requirements of a process variable.

For each Agent type there may be zero, one or many Agent instances, (tags) Each time you add a tag
you are creating a new Agent instance, however, Agent instances are simply referred to as Agents,
whereas the Agent + Attribute is to Adroit a Tag.

Edit Analog Agent: _SAMPLEANALOGUE n-

Agent Details Walue [ oK ]

MName: Engineering:

_SAMPLEANALOGUE £75,000000 Cancel

Description: Raw:

Sample Analogue £75,000000 Update

Device Span Engineering Span Alarms Refresh

Minirurn: Minimum: High-high:

j0,000000 0,000000 1000,000000 Header...

Masiraum: b aimnann: High: Help

1000,000000 1000,000000 1000,000000

[ ] Sqrt Extraction Unit: Low: < >
0,000000

Deadbands i

¥ ) ow-low:

High alarms: Cold start 0,000000

0.000000 ] Enable

Low alarms: Walue: Rate of change:

0,000000 0000000 1000,000000

Statistical period [mins), 0 to disable:

0

[] Enable change monitoring for this agent

Figure 6 Analog Agent, Attribute and Tags

Agent Servers provide consistent mechanisms for creating and destroying Agents and efficient means of
accessing the information contained within them. There are also no practical limits to the number of
different Agents, nor indeed types of Agents, that can be contained within an Agent Server.

Agent Servers can concurrently interact with as many clients as may be required. This feature is
facilitated by Agent level locking which prevents concurrent access to any single Agent instance but
permits concurrent access to data contained within different Agents.

The Agent Server database or .WGP file stores almost all of the data and configuration of the Agent
Server, including the added Agents, their values and their alarming, logging and scanning configuration.
Configuration of the Agent Server is done on-line and live and for this reason, it is essential that this file,
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along with the other Adroit project files, be frequently backed up to ensure that the integrity of this data
is preserved.
WGP files provide the following two additional features to assist with their regular back up:

Automatic backup of WGP file on each save: To further ensure that changes made to the
WGP file are safeguarded between the regular backups, WGP files can now be automatically
backed up each time they are saved.

Version information saved in the WGP file: In addition to providing an audit trail of changes
for debugging and troubleshooting purposes, this versioning information can also be used to
assist in locating the required backup file when recovering lost changes.

Agent Servers can also be audited, in other words logging the Agent Server’s sessions and selected
activities performed during these sessions to an OLE DB database. In addition, by using the Audit Agent
you can log the changes of values that are important to the running of your process, such as set point
values and/or alarm limits.

Alarming

Manitored agent: _SAMPLEANALOGUE

Use alam agent:  defaultdlarméigent
Alam bypes:

Current:

Highhigh

Options for current alam upe selection:

Select route;
Route details

Alam lists:

Conditional expression:

oK

Help

Available:

Changed

Conterts Hot

High

Low

Low-lowe

Rate-of-change

¥ Acknowledgement required

Audio devices:  Send toc Ewvent logs:

Pricrity:
Delay (zecs]

Figure 7 Alarming - Setting Alarm Limits

Generally, you will audit the Agent Server to provide a means of recourse in the event of a problem
occurring to your process. Examining the audit logs you can determine any of the following user actions:

When the Agent Server was stopped and started;
What Agents have been added or removed from your installation;
What Documents have been saved (Graphic Forms);

Which audited tags (as specified in the Audit Agent), have changed in value (Setpoint
changes);

Who the logged-on user was when these audited events occurred.

Agent Servers allow clients to connect to them by using TCP sockets over and above the legacy named

pipes:

Sockets give you better performance when a remote client (running on another computer),
connects to an Agent Server.

Named pipes give you better performance when a local client (running on the same
computer), connects to an Agent Server.
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3.1. Agents

Adroit configurations are made up of one or more collections of intelligent, cooperating objects known
as Agents. An Agent is said to be "intelligent" because, in addition to containing "state" information as
would a conventional database "record" or "structure", it also embodies "action".

Consider for a moment the Analog Agent type. Each Analog Agent contains, amongst other things, the
following data values, also often referred to as attributes, slots, or properties depending on your
preferred terminology.

Here is a dialogue box representing an Analog Agent. As you can see the name of the Agent is
CO_PA1_ANA_PHO1 and the slots are the attributes of the Agent.

Edit Analog Agent: CO_PA1_ANA_PHO1 X
Agent Details Walue
Name: Engineering:

CO_PA1_ANA_PHO1 E.O15E25 Cancel

Description: Raw:

Sample Analogue 110.000000 Update

Device Span Enginesring Span Alarms Refresh

Minimum: Minimum: ) High-high: )

[ooooo00 | [sooooo0 | T

b awimnurn: b awimurn: Highr Help

256.000000 14.000000 EDWDUU

[] Sart Extraction Unit: Low: < >
[pH |0.000000

Deadbands Lowlo

. ) A0

High alams: } Cold start 0.000000

[0.000000 | OEnate :

Low alarms: ) Walue: ] Rate of change:

[0.000000 [0.000000 [1000.000000

Statistical period (mins), 0'to disable:
0

[[] Enable change monitoring for this agent

Figure 8 Analog Agent
Value Description
rawValue used to hold the raw or unconditioned value read-in from a front end device
rawMin device minimum value
rawMax device maximum value
engMin engineering, i.e. conditioned or scaled, minimum value
engMax engineering, i.e. conditioned or scaled, maximum value
value conditioned or scaled value of the Analog

The Agent's "state" at any instant in time, is the collective value of these, and any other attributes.
Because our Agent is of type Analog, it has the inherent knowledge to transform any value coming into
its rawValue slot into a scaled or conditioned value for its value slot, using the rawMin, rawMax, engMin,
and engMax scaling parameters.

Similarly, a value change in any one of the scaling parameters would cause the conditioned value to be
updated accordingly. The sum total of all these rules, or inherent knowledge built into an Agent type,
is known collectively as the Agent's "action".

An Agent's "state" can therefore be defined as the collective value of all its data attributes at an instant
in time, and its "action" can be defined as the collection of expectations as to how it will respond to
externally generated stimuli, such as, for example, a change to one or more of its data attributes.
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Agents have both generic and type-specific action and attributes. Generic action and attributes is
something that all types of Agents possess, whereas type-specific action and attributes, as the name
suggests, is something that pertains only to Agents of the specific type.

Some of the generic actions possessed by all Agent types are, for example, the ability to create, destroy,
save, and /oadinstances. Examples of generic attributes are name, description, status, etc. The above
partial description of an Analog Agent highlights some of the type-specific action and attributes of the
Analog Agent type.

As will be explained in more detail later, Adroit makes use of different Agent types to implement a wide
variety of system related, as well as application-specific tasks. The benefit of implementing everything
as Agents in Adroit is that the standard mechanisms developed for displaying, scanning, logging,
alarming, eventing, etc., of process values can also be used to monitor and control Adroit itself. This
has proved to be of enormous benefit from an adaptability and flexibility point of view and will continue
to pay dividends as Adroit continues to evolve in the future.

One of the generic Agent attributes is a 32-bit status word that is used by the Agent to store binary
information about its state. The first 16 bits of this word are common to all Agent types (i.e., Agent
Bad, Log Inhibit, etc.), while the last 16 bits are type-specific, for instance the Analog Agent uses the
first type-specific bit to indicate a Low Alarm condition.

It is also critical to understand that any Tag (Agent+Slot) can be in itself, scanned, alarmed, and logged
which makes Adroit an incredibly powerful platform for any application. In real life this means that, by
way of example that the Analog Alarm limits could be scanned to PLC addresses without having to create
another Tag as often required in competitive HMI products, saving time and license costs.
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4. Agent Types

Adroit has been expanded over the years to solve many problems facing the modern control engineer.
With this in mind we have classified Agent types into 6 different groups:

e Primitive Agent types
e Basic Agent types
e Advanced Agent types
e MES/MIS/IoT Agent types
o IT Agent types
e System Agent types
e Custom Agent and UDT Types
The reason for this is to de-clutter and focus the available functional Agent Types for the user.

4.1. Primitive Agent Types

Primitive Agents are used for gathering, handling and processing data to and from the physical external
world, however they offer limited value add and are limited in functionality when compared to even the
Basic Agents.

e The Boolean, Integer, Real, Text and Frame Agent types make up this group. They are
essentially single value containers and can't be alarmed, data can be scanned in from or out
to external devices.

e A Frame Agent stores up to 32 indexed strings, so that the value field of this Agent is set to
the string that corresponds to the current index value.

4.1.1. Text Agent

One of the simplest types of Agent is the Text Agent, which stores a 79-character text string that can
be defined at start-up, and then updated on request. A text string may also be specified as a cold start
value.

4.2. Basic Agent Types
Basic Agents are used for gathering, handling and processing data to and from the physical external
world. Together these form the basic building blocks of a system. For instance:

o the Analog, Digital, Counter, Date, Expression, Marshal, MultiState, String, StringlList and
Timer Agent types perform some conditioning or conversion process on data normally scanned
in from or out to external devices.

e The Counter Agent type performs the counting and averaging of discrete values.
e The String, StringList Agent type provides a means of indexing text.

e The Expression and Timer Agent types order and transform information for calculation and
control purposes.

e The Date Agent type holds time and date information broken down into the year, month, day,
hour, minute, second and millisecond constituents.

Some of the most useful Basic Agents are described below and are listed in Alphabetical order, we are
not covering every Agent here and trust once the user grasps the Agent concept they will be able to
navigate, select and work with the correct Agent for the application:
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Edit Analog Agent: CO_PA1_ANA_PHO1 X

e e An Analog Agent stores a floating-point

Name: e value that has been scaled according to

CO_PA1_ANA_PHO1 E— user defined scaling parameters. This

Description: Raw: scaled value is checked by the Agent

Sample Ansiogue Update against the low-low, low, high, high-high

Do e (| e Refiesh and rate-of-change alarm settings. Any

Py Mirium: High-high: infringement of the alarm limits causes

[£.000000 looooooo | [aooocon | Hoader... the Agent to set the appropriate bits in its

M axiraun: M axirnum: High: Help status word.

|256.000000 14000000 | [so000000 |

[ Sqrt Extraction Unit: Low: < >

Deadbands o | ||_U$E?:j | Squar.e . root extractio_n for the

High alarms: Cold start linearization of flow signals, alarm

[J Enable deadband settings and cold-start

;—;;‘*ﬂ;'.;l’;s: | m‘nﬁlm | F’;‘;ﬂﬁ;‘&‘gﬁ | initialization options are also settable by
- . . the user. Analog Agents provide a change

Statistical period (mins), 0 to disable: monitoring feature which if enabled, logs

an event and sets the Changed status bit
W5 e P when the value slots changes.

4.2.2. Counter Agent
A Counter Agent is a simple counter and average calculator which takes data from any other Agent’s
Boolean slots and calculates the time spent on and the time spent off, counts the nhumber of on and off
events, and totalizes the on and off
time. Each of these values can be
individually alarmed (by clicking the [ |nputTag
Alarms... button). This allows you, |
for example, to generate an event
when a motor has started more than
a required number of times.

Statistical information Start

Off time
0:00:00

On time
0:00:00 0 %

Continue

Total off time Reset

0:00:00

Total on time:

This Agent is particularly useful for
0:00:00 00 %

monitoring production lines, counts in
a line, asset management. An On count
example might be a Pump Running 0
Signal as the digital input to drive the
Agent, a setpoint of the number of run
hours and an Alarm generated once
that setpoint has been reached. All
done within a single intelligent object,
no complex PLC coding to achieve
this.

Refresh

Off count
0 Header ...

L Alams ...
Data specification

Time Format Help
ZH:%M: %S

Trigger
[7] Triggered

Enable Counter agent persistence (global, requires agent server restart)
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4.2.3. Digital Agent

Agent Details
A Digital Agent stores a digital (ON/OFF) value as

well as the text descriptions for each of the two
discrete states. Value inversion, cold-start
initialization, alarm infringement checking and a
pulsed output option are provided.

Name:

Description:

Walue Pulsed output

OFF v [JEnabled

[JValuginverted ~ Delay [milise With the pulsed output option enabled, the Agent

Raw value: 0 3000 maintains its ON state until a configurable delay has
elapsed. As the pulsed output option is applied to

Test Cold start the scaled value, inverting the value inverts the

OFF state: [ Enable . .

OFF effect of the pulsed output. Digital Agents provide

E— 5;‘;’:" a change monitoring feature which, if enabled, logs

ON an event and sets the Changed status bit when the

value slots changes.

[ "] Enable change monitoring

4.2.4. Expression Agent

The Expression Agent type is an extremely powerful mechanism for implementing user-defined
calculations. These calculations can be used for a number of purposes.
Some of the more obvious uses are:

e For constructing control strategies by combining and connecting expressions into arbitrarily complex
networks, and for scanning out one or more of the resulting values;

e For enabling or disabling PT-001 ANAD1
of alarming;
e For enabling logging on a w) v

section of plant when a i ANAD2

) n
process value exceeds a ® ® '@ SETPOINT

certain threshold; l l l

e For creating sophisticated _ S
animation  effects by wa ® > © © = “"é“..’f&'&?m
linking the output of an FL001 l T l”s' l
expression to a display o 1000 out
object animation @ ® ®©
behaviour; and T

e For creating relatively ®4—(vu)
simple plant simulations @

by connecting a network
of expressions together.

FT-002
Figure 9 Typical application where an Expression Agent can be used
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Each expression Agent can contain up to 20 input variables, each of which can be sourced from any
other Agent attribute or directly from a front-end device. For complex calculations, expression Agents
can be interconnected with the result of one expression becoming an input to the next.

WValue
|_l&DT_J U_FL_MTR_SPEED/.value

Variables
Vi W02

ADT_JU_FL_MTI  ADT_JU_FL_MTI
V05 VOB
Vo3 V10
V13 V14
V17 V18

Expression
wi?v20

OK
Header...

Help

Browse...

Trigger
spsteminfo. secon
Calculate

Display
() Walues

(®) Names
Evaluation

() Continuous

(®) Triggered

The expression slot contains the
actual mathematical ex3pression to
be evaluated. To make the
expression readable, any number
of new lines or spaces are
permitted. The expression syntax
supported is that of a full ANSI-C
expression (i.e., not a partial
subset), including sub-expressions
nested to an arbitrary depth,
conditional operators, bit wise
operators, logical operators,

relational operators, unary
operators, etc., as well as a
comprehensive suite of

mathematical functions.

The use of variable input names V1, V2, etc., are used in the expression so that it is generic. For
example, by associating different Agent.slot combinations with the input variable definitions, an
expression Agent can be reused in many different contexts without changing the actual expression. An
expression can be configured to evaluate either continuously, or on receipt of a trigger pulse (the
default). By connecting an expression's trigger input to another Agent slot that changes periodically it
is possible to cause periodic evaluation of the expression.

Alternatively, the trigger can be connected to some other input, possibly common to a number of other
expressions, which may be used to constrain the group of expressions to evaluate, for example, only

when data is valid.
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4.2.5. Marshal Agent

The Marshal Agent is designed to replace the popular marshalling function of the Multistate Agent, by
gathering discreet binary data from its 16 bit rawvalue or value slot. By giving each of the individual
bits the full functionality of a digital Agent the Marshal Agent exceeds the former capabilities of a
marshalled mode Multistate Agent. These bits can then be alarmed, pulsed, named, and the 1 and 0
states of each bit can be named (on/off, open/closed, etc.).
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Only the ON state is reflected in the status bit header slots of the Agent and therefore the alarming
subsystem has been extended to allow the alarming of status bits that are ON or OFF. The rawvalue

and value relationship can also be reversed, i.e., mirrored.

PLEASE NOTE that in the simpler HMI version of Adroit a single Marshal Agent consumes 16 Scan Points
whereas in a full system a single Marshall consumes 1 Scan Point.

Descnptlonl Name I Value |RawValue| Invert

Stopped :dig00
Running 1dig01
Alarm dig02

|- oloo
o

-
—

|

-
N

. dig04
dig06
_/dig08
1dig09

i dig11
;d1912

.. dig14
dig15

=
14
15 |
0
il
2]
3]
4|
S |
6 |
7

<

Value Integer: 2094

[dig03

dig0S
dig07_
_ldig10

. dig13_

OFF

orr
. OFF
LON
{OFF
OFF _
(@ OFF ® OFF
OOoN OoN
OFF
_OFF
_ON
_ON
{ON
{OFF
ON
208

 OFF

ON
IR
\OFF

‘OFF
OFF

ON
OFF
OFF

OOO00O0]

OFF
OFF .
ON
ON
ON
OFF

OOOO00000

Rawvalue Integer:

OFF

OFF
125
{OFF
OFF
OFF

:ON

[ON
iON
_[ON
~jON
.ON

OFF

ON

_OFF
(OFF

__OFF

_OFF
‘OFF
(OFF .
{OFF
|OFF
{OFF

2094

ON
N i

ON

oN

ON

‘ON

..ON
"ON

DDhmDDD

EEEEEREEE

3000

13000
13000
13000
{3000
43000
13000

13000
13000
13000
13000

13000

13000
;3000 i

13000
13000

[} Reverse Mapping

uuuUUuuuu;mammmmm

\OFF

OFF

_OFF _

OFF

o

" oFF
OFF

OFF

OFF
. {OFF:.
| OFF
OFF
| OFF
(@ OFF
{OON
OFF
(OFF

>

Swap Bytes

Stateo | Stated | Pulse | Delay |ColdStart| ColdStar A oK

Cancel
Update Al
Update Current
Refresh
Header

Help
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4.2.6. MultiState Agent

For installations that have a large
number of drive or group controls,
the MultiState Agent is provided to

make configuration even easier and B o
performance more efficient. This (State03) alarm fmi
Agent can specify a drive’s
operating and control sequence by
allowing a number of discrete states

States

Inputs
to be defined, made up of unique vng:t (MSE) Bromeas
combinations of digital inputs and Refresh
outputs, by means of a truth or logic il
table. i State Mo. 00
Display
It can be used, for example, to v16 (LSB) O Values

implement a custom digital (®) Names
controller, or show the status of
motors by means of changing background colour, text contents and colour as the drive group progresses
through various state transitions. Prioritized alarming strategies can be achieved this way.

4.2.7. String Agent
The String Agent provides a repository for text. It can hold up to 79 characters.

4.2.8. StringlList Agent

Index Value T The StringList Agent provides a superset of
0 il I e — functionality of the Frame Agent. It can
[t of tings and sssocioled indces : [ [ —— store any number of character strings of
Lo | Refiesh variable length. These character strings
Header are indexed and the current string being
Help pointed to by the index is duplicated in the
value field.
By configuring the Mulitstate Agent all the
user needs to do is scan the Integer and
— o 2 display the value slot of the Agent to the
| | user. No complex logic or putting text
Invalid index value - Ivald boxes on top of text boxes on a screen.
Imnpaoit fle name : SL1LST.cav Import

An example for using this Agent would be where the state engine of a plant would have an Integer value
that represents the state;

0=stopped

1=Starting

2=Running

3=Stopping

4=Tripped

5=Maintenance Mode
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4.2.9. Timer Agent

The Timer Agent is able to perform several
commonly used timing operations, which
previously could only be inefficiently
accomplished by using expressions, recipes and
scripts. This Agent also provides a Boolean value
slot as an output, which is enabled (set to TRUE)
and disabled (set to FALSE) by the Agent,
depending upon its current mode of operation.
This slot can therefore be used to enable or
disable or schedule other Agents.

Adroit
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Input tag:  TMRO1.value |
Delay time [ms]; 2500 [space]

Pulse width (ms} (mark)

Granularity (ms): |0 (100+) Uedats

Time left: 0 ' Refresh

[ ] Free mnning (
(] Start timer | Header
Start auto-reset

Timer output . Help
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4.3. Advanced Agent Types

These provide the powerful SCADA and integration functionality which allows the basic Agents described
above to be flexibly grouped, scripted and routed to external databases, as well as presenting related
information to the user in event logs, etc. The most important advanced Agents are described below.

e The AgentGroup, Alarm, AlarmList, AlarmManagement, ARec, Command, DBAccess. DBLog, DBQuery,
EventlLog, EventOutput, MultiMedia, Notify, Recipe, Scheduler, Script, Shift, Shift_Adv, Statistical
Agent types make up this group

e The Statistical Agent type performs statistical analysis of samples from continuous values.

e The Alarm and AlarmList Agent types perform the alarming of values and the display of these
alarmed values. The alarming functionality of Adroit can fulfil even the most complex Alarm strategy
and would be at this stage where users would start using and customising these Agents.

4.3.1. AgentGroup

Agents that are considered to have something in common can be grouped together by means of
AgentGroup Agents. For instance, all Agents of type Analog can be grouped in an Agent group called
ANALOGS, and all Agents belonging to the North Plant of a process plant would be grouped in the
NORTH_PLANT Agent group. AgentGroups can, and usually do, have overlapping memberships.

By collecting Agents together in Agent groups, any changes made to certain AgentGroup status bits will
affect the status bits of all Agents in that group. As an example, consider the situation when part of a
plant (say the North Plant) is shut down for routine maintenance, and it is required to disable scanning
of all Agents belonging to this plant section. By setting the Scan Inhibit bit for the NORTH_PLANT
AgentGroup Agent, the Scan Inhibit bits would be set for all the Agents that belong to the North Plant.

4.3.2. Alarm Agent

Alarming E¥  In Adroit, incidents (alarms or events) are handled by
Morieed sgent _SAMPLEANALOGUE — Alarm Agents, which control the presentation and
Use slam sgent: | defenRAlosm gert > routing of the alarm events. Typically, each Agent
f::ﬁ"“: P x Hee Server is configured to contain an alarm Agent that
Highrhigh e — routes the incidents to one or more alarm /lists, output
] oo devices, audio devices and event logs.
A ste-ol-changs
The flexibility in configuring alarms allows the user
Diplions for cument slam lype selecsor total freedom in formulating an alarm strategy. Users
Sesdtiowe: |3 7 hakr may create as many alarm £ypes as needed, which are
Fioube detads ayn
e the conditions or states of each Agent that you need
T_IUM T to alarm. Any status bit that is set by an Agent can
be used for alarming that Agent. In this way, the
< ’ < > criteria for what constitutes an alarm condition can be
left up to an Agent to decide. This is why alarming is
e Agent type-specific
Deley [zoc3] gen typ P '

Condiaral sopiecssion . . . . . .

An incident is associated with a routing path, an alarm

name and an acknowledgment option, as follows:

In the example above, an Analog Agent ANAOO1 has an alarm type Scan Inhibited (the user can define
any alarm type name), which is activated when the scan inhibit bit (bit 8) in the status word of this
Agent is set. This incident is routed to the following destinations:

e A Multimedia Agent which could display a video or play a sound file;
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e To a local printer for a hard copy record;

e To an AlarmManagement Agent (AMA) which allows you to either keep a simple record and
view of historical alarms or to license and use the Adroit Alarm Management and Analysis
software to have efficient and meaningful incident reports to identify and remove nuisance
alarms along with a host of useful analytics based on world-class alarm management
standards; and

e To the event log on this computer.

Each alarm type can report the status of any number of applicable slots. Taking an Analog Agent as an
example, the type HI can be configured to report the values contained in the value, high alarm limit and
units’slots to the alarm list. The entry in the alarm list will then show the occurrence of the alarm event
together with the actual value of the Agent, the engineering units and the associated high alarm limits.
You can configure alarm types directly from the Alarming dialog and specify the Priority of each incident
(Current alarm type), in addition to assigning an Agent-specific priority. So in the case of an Analog
Agent the HighHigh incident can have a higher priority than the High incident, etc. Typically you prioritize
your incidents to ensure that your operators ONLY receive IMPORTANT alarms since some alarms are
critical, whereas others are more informational in nature.

You can also configure a Delay (secs) for each incident (Current alarm type). Typically this is added
to delay an active incident from entering the alarm system to prevent intermittent alarms from flooding
your alarm system or to ensure that this alarm is raised when the operator needs to respond to it.

Do Conditional expression to ensure that each incident is unique and does not duplicate existing
active incidents. In this way you can implement first-up alarming, which disregards the incidents that
echo existing problems, so that your operators can focus on the real issues at hand.

It is also possible to do Alarm shelving, commonly used in areas where maintenance is being carried out
and the user does not want false data making it's way into the Alarm Management Reports.

If necessary, you can temporarily suspend the alarming of an incident for a predefined period of time,
using the Inhibited until option.

This option should be used when an alarm indicator may be malfunctioning or may need to be repaired
or replaced or in situations when you need to disable ALL the alarms of a particular item of equipment
and you cannot disable the alarming of an Alarm Agent.

ATQMS-MKTG-DOC-ADR_10 - Technical Description.docx Page]| 26



Adroit T

FACTORY AUTOMATION

4.3.3. AlarmlList Agent

Description:  Mixing Plant &lammns

N AlarmList Agents are the middle ground between

User: | ] Operator and server-side alarming capabilities in
7] View derived agent status ek that they act as routing destinations for Alarm

o et IR awvanced. | Agents and data sources for Alarm List Viewers,

Global inhibit | AlaimsActive Help used on graphic forms.

Operator inhibit | AlarmsUnacked

Log inhibit

Alarm inhibit

Scan inhibit

Condition bits
Bad
Scan bad
Connection bad
Agent bad
Alam(s) unacknowledged
Alam(s) active
| Subscriptions active
Configuration bits
Alaimed Alarmn priority. | 2

Scanned
Filter group: |0

4.3.4. AlarmManagement Agent

Alarm Management is an
A Start Alarm Management agent
important aspect of process (V] Disable on standby server

. [] Historical alarm mode
control required to counteract
inefficient alarming.

I Urlicenced - will run for one hour only 11l

Connection: | Provider=SOLOLEDB. 1 Integrated Secuity=S5P1 Persist Secuiity Info=F alze Initial Catalog=Adroit_DB Data St

Housekeeping Shift imes

[#] Delete records older than 90 days 1:107:00 |4 2 1500 (34 3 |23:00 &
Alarm management allows _ Export..

you to create an alarming || = "‘l::t L
system that alerts the Leam dloms
operator to the most relevant Lesm events
alarm for the current incident.

In this case fewer alarms are

Export alaim cig

Edit reasons..

. o | EdtKPrs..
more effective as the human s
] Aftribute Value View data...
mind can only focus on a few
. . Wiew graph...
things at a time. View teasons...

Help

The AlarmManagement Agent logs all incidents and their details, including their time of occurrence, their
time of acknowledgement and the time at which they were cleared to a database. This repository of
incidents then allows you to do two things:

e To create a repository of all historical alarms

e When used in this mode the Agent will log the relevant information surrounding an alarm to a
database. The results can be then displayed, filtered within the Operator through a custom
windows control developed for the purpose.

To create a repository of all historical alarms that contains much more around alarms given that you can
categorise alarms, add related process values for post analysis and reporting on your alarm system. This
is done through a set of standard reports that can be run in a Browser and assists in developing and
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supporting a continuous improvement strategy around known ISA and the EEMUA standards. This is a
licensed Agent and should you wish to use this product please contact your Sales engineer.

e Generate statistics from the data produced by the alarming system. This allows you to have
efficient and meaningful incident reviews to identify and remove nuisance alarms by analysing
the counts, frequencies, durations and acknowledgement times of alarms.

e Measure KPIs (Key Performance Indicators) to improve your alarming configuration.

An alphanumerically sorted category and incident tree making it easier to find the required incident
and/or category; a KPI editor (click the Edit KPI's... button) to easily edit the values of the KPIs so
they better reflect the goals of your own process.

An improved category tree that provides a separate Incidents list that enables the bulk-selection of
incidents when manually adding and removing incidents to/from categories. The Learn alarms or
Learn events buttons allow you to add all your un-configured incidents to the _Uncategorized
category.

If you have purchased and licensed the Alarm Management and Analysis tools these plug directly onto
the database for out of the box Alarm Management reports. If you haven’t Adroit ships with a Historical
Alarm Viewer to view all the historical alarms.

4.3.5. Command Agent

Edit Command agent : COMO1 g Command Agents can both send and receive SMS

messages via a SMS GSM modem. SMS messages can
be sent to a single recipient either manually or

General | Phone | Pseudonyms and Macros | Subscriptions oK

Age: tings ‘ommands: Cancel

Dok o fjsr,_mimm — automatically, e.g., to remotely monitor the status of
B o Ot oo —wor | important process values. Sent SMS messages can

—— Kok conrias Header also be monitored for auditing purposes and if they

0 Empty Gueue e are not received and/or responded to within a

/I Dictiesendng n dandey Exended ‘St Corfiguraton specified period, can also be sent via another
Oy 'S Command Agent to another recipient.

However, the name of this Agent is derived from its
ability to receive SMS messages or textual commands
et I from one or more callers that it can perform to

remotely configure Adroit, for instance, by
acknowledglng alarms, setting process values etc. In this way it is possible to remotely supervise and,
if necessary, control your process.

Command Agents bypass the scanning subsystem by using a device of this new GSM_SMS driver directly.
This means that instead of being restricted to only 79 characters, the full 160-character SMS message
length can be utilized, both when sending and receiving SMS messages.
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4.3.6. DBAccess Agent

DBAccess Agents provide a link between
Adroit and various external databases such
as SQL Server, MS Access, FoxPro and
Oracle. To achieve this, the DBAccess Agent
uses Microsoft's ADO technology (ActiveX Tatle name: |Morming Repor

Data Objects), which means that links can [ MComectiodatsbsse  []Disable on standby [v] Eventiog ertors
be established to any database product that | Tansactioniype

has an ODBC driver or an OLE DB provider. ®) Insert row () Update row ) Delete row () Retrieve row

Tag |Fieid |Field format | A
ADT_JU_MX_FED_A_MASS_ACTM.v  :Custard

EaCh DBAccess Agent represents a ADT_JU_MX_FED_B_MASS_ACTM.va :Mik
transaction on a row, in a tab|e, in a ADT_JU_MX_PiiP_MASS_ACT/ivalu  Water
database Append, Update, delete and ADT_JU_MX_MD_TNK_LVLA value ;Tank_]_favel

R R ADT_JU_MX_BTCH_STRT_TIME/1.valu :Start Time
retrieve transactions are supported. These
transactions can be done on demand, they || ... scheduing andtiggeing
can be scheduled and/or they can be Scheduled to iansact every 5 secondis) Edit..
triggered. = Furthermore, extended SQL
Querying has been added to identify the row
upon which the transaction is being
performed.

Database details

et N [ ecuiily Info=Falsenitial Catalog=Adoi

Trigger now

4.3.7. DBQuery Agent (ver 10.0.5)

% Edit DBQuery Agent: DBQ) « | The Iatest_ enhancement to this
technology is the DBQuery Agent that
£ Enable allows the user to execute queries on a
Disable on standby ;
Cancel database that return a single record that
SOL connection string [zpecify 'global’ to uze global zerver connection string): WOU|C| be ava“ab'e as the .vaIue S|Ot Of
|F'r0vider=5DLDLEDB.1 Integrated Secunity=55F1;Pearsist Security Inf0=| Update
the Agent.
Tag list: Pl BRefrezh
Tagname| Field| Format Header ... The DBQuery agent has been created to
1 |fBvake |5 supersede the older DBAccess agent
2 |favaue |H Help i
3 |fEvae | technology and provides a more robust
4__|®vae | and improved methodology for executing

OLE DB transactions asynchronously
without causing agent locks and
potentially freezing the agent server.

11 tabie name Where the DBLog agent is designed to

Table_1 | easily perform INSERT transactions, the
WHERE clause: DBQuery agent is designed to easily
([H=¢F1 value>) and [f2=<f2 values ] | | perform SELECT transactions on a
Cuztom query (leave empty to use table name and where clauze above]: database - however the DBQuery agent
| | can be configured to perform any SQL
Optianal tigger tag: | F1.value | [ Query transaction on a database using
Trigger method: |E>:ecute on tigger value > non-zero vl the custom query Optlor:l.

The agent can be configured to be run
Execution interval: D geconds [0 to dizable) [ Autoresst runb o manua"yl triggered from a tag or

periodically
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4.3.8. DBLog Agent

This Agent is a bulk OLE DB logging Agent for typically logging Analog and/or Digital values to a specific
table in a database for later retrieval. In other words, instead of logging each Analog and/or Digital value
separately, you can simply specify a list of tags to log and either export/import this list from a file or

browse in this list individually in the required DBLog Agent.
This Agent also provides:

A Logging method list box to select the
required methods for specifying when and
how the listed tags are logged.

A String logging checkbox (the BOOLEAN
strLog slot), which when enabled logs the
tag values as Strings and not numeric
values; this also allows you to log other
string slots (this will log the first 79
characters).

A Housekeeping section to specify how
long, in days, that you want to store your
logged tags. This depends upon the storage
capacity you have available for your
database and how useful this data becomes
to you the older it gets.

A method of dealing with a problematic
connection to the specified database (if the
connection is lost) or when this Agent is
logging a large number of tags frequently so

Enable oK
Disable on standby i
[] Sting logging (if disabled, string tag values will be logged incormectly) Cancel
Logaing method: Log all on change W el
Logginginterva |60 6oEeTih fefiesh
Trigger tag: e
7 Impoit ...
Tag hist: s 1 i
Tagname Deadband Export ...
ADT_JU_FL_BTM_TNL/ value 0,000000
ADT_JU_FL_TP_TNUA value 0,000000 Help

ADT_JU_MX_FED_A_MASS_ACT/1.value |0,000000
ADT_JU_MX_FED_B_MASS_ACT/1 value | 0,000000
ADT_JU_MX_MD_TNK_LVL/1 value 0,000000
ADT_JU_MX_PMP_MASS_ACT/ value |0,000000
ADT_JU_MX_TEMP_ACT/ value 0,000000

=i ||| fofrat =

SOL connection sting [specify ‘global’ to use olobal server connection string):
Provider=SALOLEDE . 1 Integrated Secunity=55P1Persist Secunty Info=F alseInitial Cat | ...
SOL table name:
Analogs

Housekeeping [global to all agents using above table]

Delete records older than: | 2 days. & value of 0 dizables record housekeeping

that it becomes overworked.
Backup folder:

(Folder must exist on SOL PC. Leave empty to disable backups)
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4.3.9. EventLog Agent

Adroit event logging is handled by Eventlog Agents that use the standard Windows based Operating
System functions for storage but supplement these facilities for retrieval and display. The number of
logged events is limited only by disk space, or the user can limit the number by setting a fixed length
file. With a fixed-length file older events are overwritten. Events can be directed to event log Agents
anywhere on the network.

The scope of these events are extensive, including alarm events, control events and system events:
alarm events are caused by Agents going into alarm, being acknowledged and cleared; contro/ events
are generated by any operator control action (e.g., opening or closing a valve, changing the set point of
a process controller, etc.). The operator logging on or off, a start-up and shutdown of the control
system, printer out of paper, communication failures or configuration activities (adding, deleting or
modification of Agents), etc., are examples of system events.

This Agent can to log events to an OLE DB compatible database such as MS Access or MS SQL.
4.3.10. EventOutput Agent

The EventOutput Agent directs event log messages to output devices (printers, serial ports and parallel
ports), and to SQL compliant databases. To cater for the various output devices, EventOutput Agents
accept a variety of user configurable general fields that are used for the layout and format of the data,
and the device specific information.

Output of data to the device will depend on the triggering criteria selected: on demand, line at a time
as the event occurs, only after xlines, based on time criteria or as a combination of the above.

4.3.11. Multimedia Agent

A Multimedia Agent can be used to play .WAV, .MID and .AVI multimedia files to create special audio
and/or video effects on a multimedia workstation.

4.3.12. Notify Agent

The Notify Agent allows alarms to be routed directly to a designated person, using:
e A pager service;
¢ A mobile phone using the Short Message Service (SMS); and
e An email address.

Edit Notify agent: ADT_JU_MX_SMS B3 The _aIarm message to be transn_1|tted can be
_ configured to include up to 15 fields (Action,
Agent Details 0K |
Name:  ADT_JU_MX_SMS . | Agent_, A_Iarm Type, Category, Computer, Date,
Description: Mising Plant Standby Phone Cancel Description, Event ID, Extra Data, Filter Group,
TS Advanced... Priority, Reported Data, Source, Sub-Source
User name: | Standby phone T, and Time), and custom messages can be sent
User code:  +27810001111 Help on demand by the operator'
Alarm Detail . .
om betats o The Notify Agent can now transmit alarms by
[W] Transmit an alarm when it is raised Format... . . .. .
N email to the required recipients by using the

(] Send periodically every  Housk |3 | Minutefs) 0 Email driver.

[]Sendthe mostrecent 0 alarm(s) only

This is in addition to transmitting alarms as
text messages via cellular phone Short
Message Service (SMS) or a paging service directly to a designated person.
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The Body and/or Subject line of these automatically sent email messages can contain text macros that
are parsed to before the message is sent.

In addition to automatically sending alarms as email messages, the Notify Agent can also be configured
to allow your operators to manually send email messages via an appropriately configured mimic or
graphic form.

4.3.13. Recipe Agent

Inspired by S88 standard the Recipe Agent allows the SCADA to be an execution engine to execute
Master and Control Recipe configurations.

A recipe is a statement of the ingredients and procedures necessary for a batch control system to process
its raw materials to make a desired product and by-products. The recipe Agent consists of a master
recipe and one or more control recipes.

The master recipe contains a list of all ingredients and the operations to be performed on them, and the
control recipes consist of quantity, timing and sequencing information. The Agent provides basic
sequencing and batching and reporting capabilities and is designed to be used in conjunction with other
Agent types such as Expression Agents.

4.3.14. Scheduler Agent

The Scheduler Agent can be used to
define one or more periods of time

[CJUCT Tirmes "] Enabled [(value oK.
during which its BOOLEAN output will S
be enabled. Alternatively, it is alsO | pue o excue Loncel
possible to manually set the output. Command to ru Update
1% Refresh
This output can be used as an Start datetime] End datetime| Weekdays| Day of month| Lastday of month| Auto-delete| Header ..
enabling/disabling tag for other I8

Agent Server configurations; scanned
to a front-end device, and/or an
application can be run as soon as the
output becomes enabled.

Mote: To create “time only” stat and end times. select a dats of 1 Feb 1570
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Adroit Script Agent provides a basic scripting language allowing users of Adroit to automate complex or
repetitive tasks. Two scripting languages are supported — Visual Basic (VBScript) and Java (Jscript) —
both allowing users to define their own subroutines and functions and pass data to other applications
using OLE Automation.

Script language
Select language: WBScript A7

Disable script Eventlog emmors

anced..
Update
Header...
Main subroutine
Support
E[i Publishweb "C:\ProgramD ata\Adroit Techrologies\Adroit\Configus.| | ...
Help...
Main subrouline scheduling and tiggering
Run every: | § < secondls) = Synchionizedat |2014.061214:21:51
[ only if one of the following tags change: [] Bun when one of the follawing tags change:
Mo trigger tags &t present... )24+

A script may be employed as an alternative to a
recipe and can be used to perform simple scheduled
tasks. The Script Agent can be executed on
demand, by scheduling, triggering and by using a
combination of triggering and scheduling.

A number of functions are supported to allow
interaction with Agents within an Adroit system and
include but are not limited to Get7ag, SetTag, and
TriggerValue allowing complex calculations to be
carried out programmatically.

4.3.16. Shift Agent

Various Agents in Adroit, such as OEE,
require knowledge of the current shift
number. Instead of configuring the shift

pattern information into each instance of

these Agents, you can instead configure

these shift patterns globally, in a Shift

Agent, for use by any interested Agents.

The value slot of the Shift Agent should
also be scanned and output enabled to
any PLCs that perform any shift-end
functions, such as resetting shift count
accumulators.

<

The Shift Agent continually monitors the
current time and checks it against the

Current shift details:
201710425 Shift 1, 24:00 hours from 00:00 to 00:00

SOL connection sting (specify ‘global to use global server connection sting):

Shift pattem: )%

Day of monttl] Day of week Shift 1 time| Shift 2 time| Shift 3 Carel

1 01/01 Illon‘ Tue, Wed, Thu, Sat, Sun  |02:00 00:00 00:00

2 12/25 I"Dﬂ‘ Tue, Wed, Thu, Sat, Sun  [02:00 00:00 00:00 Update

3 Mon, Tue, Wed, Thu, Sat, Sun  [02:00 00:00 00:00

4

B Mon, Tue, Wed, Thu, Fri 02:00 00:00 00:00 Roresh

Header ...
Help

configured shift pattern to determine the current shift number. If NO matching shift pattern is found,

the shift value is set to 0.
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4.3.17. Statistical Agent

Input Tag Units
ADT_JU_FL_MTR_SPE .. lm

Adroit TR

Basic statistical information

Min Max Average
0 7349,0566037735 | 1,2733e-12

StdDev Total Rate
4,0690103302e-0!  9,55459¢-10 0

Data specification
Method Measurement trigger
StreamE vent systeminfo.sec Triggered

Totalizer scale
0

Floating average
No. Meas. 10 ¥ Enabled

["] Enable Statistical agent persistence (global, requires agent server restart)

FACTORY AUTOMATION

A statistical Agent provides the basic
functionality for a User to build a statistical
process control strategy using its built-in
data collection method and by linking the
Agent to other Adroit Agents.

The method of data sampling offered by
the statistical Agent is called streaming,
whereby all the collected input values are
placed in one sample for analysis. Each
input value may be collected on an event
basis. The statistical Agent calculates
maximum, minimum, average, standard
deviation, total and rate for all the values
collected.
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4.4. MIS/MES Agent Types

These Agents are the building blocks around getting more from your Adroit system. They are very specific
and usually quite complex Agents used to do monitor, control and solve higher level shop-floor and
general industrial challenges. The MIS/MES Agents are summarised here

The Accumulator, OFEE, PID and MaxDemand Agent types make up this group.

4.4.1. Accumulator Agent
An Accumulator agent gets its name from the type of process value that it operates upon and NOT from
what it actually does. Since an Accumulator agent requires as an input a value that accumulates over
time in other words which simply gets bigger and bigger, which the Accumulator agent uses to calculate
the difference in value (or delta) between successive events or over a specific time period (interval).

This agent calculates the total for a period based on a predefined trigger or time interval. When such an
event occurs:

o the agent subtracts the previous interval input value from the current input value to determine the
value differential for the current period, which represents for example the total production for the
last hour or shift or day etc.

o the agent calculates the rate of change in value, which is this differential value for the current
period divided by the interval of this period (value per hour).

In order to maintain a history of these periodic counts/totals, you need to connect this Accumulator
agent to a MS SQL database. Each record specifies the start and end times of the period and its start
and end values and the differential value for this period. If you want to provide the automatic
management of this data, then a housekeeping period can be defined to ensure that only the most
relevant (most recent) records are kept.

You can also configure alarm limits for both the (differential) value and rate of change in value for the
current period, which will be used to monitor the current value and/or rate against these alarm limits:
low-low, low, high and high-high. Any infringement of these alarm limits causes the agent to set its
corresponding status bit, which can be alarmed.

4.4.2. OEE Agent and the new Enterprise OEE Agent

The Overall Equipment Efficiency (OEE)/KPI Agent can be used to measure how efficient a single piece
of equipment or piece of plant is performing against the OEE standard. This OEE percentage takes into
account all losses in downtime, speed and quality and can therefore be used for analysis and
benchmarking.

Note: The new Enterprise OEE Agent is sold as part of the Enterprise OEE product.

Why use the OEE Agent?
The OEE Agent can:

e Either calculate the OEE for the monitored equipment and/or plant, targeting the three key
OEE factors simultaneously which can affect significant improvements in production;

e Or measure a specific KPI (Key Performance Indicator, a quantifiable measurement that
measures how well something is accomplishing its goals and objectives). In other words,
individual OEE Agents can be applied to any component or part of a process for which a
variable denoting a measurement of output is available.
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[ Shift mstoaesat
Shift total 1 = X027
Shalt totsl 2 = 5104

| FPoedicted total 1 = %021
O eount = %d

Juvedabaty fhowsk
Fiur time = %021

A pdable tme: = 310,24

Reject count

Tolal 1 = 0.2

Total 1 = X102
Cluakity facto X}

100, (0000 " B B e

FKPI/OEE dsta

= | ROIERE

Regst ol

|
Day Shit Type Avadablefme Rurtme Downtime Tobtal1 Toldd 2 FAejectcount KPP Taeget KP1 Percert KPl Oncourt  Of count  Capacily Quak

Figure 10 OEE Agent

4.4.3. PID Agent

The PID Agent is a faceplate container
for the 25 signals and tuning
parameters associated with an external
PID controller Agent. This provides
great savings in the overall humber of
Agents required in the configuration of
a project that contains PID controllers.
These values can then be scanned to
the outside world, via their raw slots.
The PID Agent also supports real-time
catch-up.

There are configurable high and low
operation limits for the SP and CV slots,
which will prevent these values from
being set to potentially harmful values
when they are being manually
configured.

4.4.4. MaxDemand Agent

Tuning parameters

PID Signal:

Max
HH alatm
H alarm

L alarm
LL alarm

LE N
5P

Min lmit

Max
L

Min frrit
Min

Control
Algorithn:
® None
Simple

Advanced

100,000000
100,000000
100,000000
0,000000
0,000000
0.,000000
0,000000

100,000000

0,000000
0,000000

100.,000000
100,000000
0,000000
0.000000
0,000000

Method:

® P control
Pl control

PD conrol

FID control

32768,000000
32768,000000
32768,000000
0,000000
0.000000
0,000000
0.000000

0,000000

32768,000000

0,000000

0,000000

Max
HH alaem
H alarm

L alarm
LL alstrm

SP

Max

Cascaded SP tag

Control rate [ms]

1000

Walue
Min

Max
Walue
Min

Max
Walue
Min

% Enor
Yalue
HH alaim
H alam

General

Units ||

[Engneeing [ Raw
Propotional gain
160000000 | |32762,000000]
1.000000
0,000000

1.000000
0,000000

Integral time (ms)
60000000000, | 32768.000000
1000,000000 | 1000,000000
0,000000 0,000000

Derivative time [me)
0000000000 | 32766,000000
1000,000000 | 1000,000000

0.000000 0000000

100000000
10,000000
5.000000

[] Cascade
[ ] Automatic:
Local

| Cancel
Max r
| Update
Value _
| Min Retresh
| Header.. |
Man Help
e | Auto refresh
| Min
Max
Valse

Maximum demand is an additional cost for most non-domestic power users. It is the method used by
your electricity provider to control how much electricity you use, especially at peak times, when your

ATQMS-MKTG-DOC-ADR_10 - Technical Description.docx

Page] 36




Adroit ey

FACTORY AUTOMATION

usage coincides with peak domestic usage. Monitoring your maximum demand can result in considerable

savings and reduced power usage.

However, it is recommended to automate this

(] Enable OR use tag monitoring by using a MaxDemand Agent, because one
Block porod e (30 BLs S mistake can easily exceed your maximum demand limit

for the current billing period.

Max demand limit | 0,000000 [¥] Enable max demand alaim

Reset
Day of month [0 denotes last day of month] |

e |- The MaxDemand Agent predicts the maximum kVA
demand for the current block period interval over which
0,000000 your electricity provider monitors your maximum
i demand, which is typically 30 minutes, so you can
- create alarms if the predicted consumption exceeds a

e r‘mrzt:‘r;ulsem 2017-09-26 01:30:00 PM predeﬁned Ilmlt'

Time left (mins)  22,483333 Time to max demand (ming) -nan(ind
Mf:”ﬁ“‘jﬁ Eﬁﬁ ﬂ';‘i"a"‘“ﬁ 000 This enables you to control the electricity consumption
O pere v LR during each block period and prevent your actual
“maximum demand limit” from being exceeded.

kVar  0.000000

Calculations
KVAr - 0,000000
P 0,000000 Usually, control entails turning off machines which do

ezl WAL ] ) B not affect the main production process or which are not
essential. While the primary aim of this Agent is to
monitor your power usage, it can also automate the
control of your electricity consumption. In other words you can use its "MaxDemand” status slot in a
script or expression Agent to perform the necessary remedial actions.

The MaxDemand Agent can also calculate your instantaneous power factor, which also has the potential
to save you money.

4.5. 1IT Agent Types

These Agents are the building blocks around integration and management of SCADA and IT and are
summarised here and the most important IT Agents are described in more detail below.

e The Audit, DumpConfig, ICMP, Perfmon and SNMPMgr Agent types make up this group.

4.5.1. Audit Agent

This Agent supplements the
auditing or logging of the Agent

Total KviArh  0.000000 Last month MD (0 000000

Server sessions and selected || [¥]Enabled
activities performed during these List of tags to be audited on value change: nmm X

sessions to an OLE DB database. ADT JU_BT_CAP_STOCK/1.value ' Cancel
Use the Audit Agent to specify one ADT_JU_MARD1.rawValue

ADT_JU_MX_ALM-RESET/1.rawValue Update
or more tags that you want to [ |5/ e aliT MAN/T rawalue
monitor for ANY change in value. ADT _JU_MX_AUT_STRTM.rawValue ~r—r
When a value changes for any | |ADT_JU_MX_BTCH_NUM/1.value efies
the Agent logs this change || |ADT—JU_MX DISCH_VLV_RATE/1 rawValue
reason, the Agent log g ADT_JU_MX_FED_A_MASS_TGT/1.rawValue T

of value to the audit database. In ADT_JU_MX_FED_B_MASS_TGT /. rawV alue
ADT_JU_MX_MIX_TIME_TGT/1.value

other words, E\(ERY valqe change ADT JUMX_NUM_BTCHS /1. value Help

for EVERY specified tag is logged, ADT_JU_MX_OPC_RESET/1.rawValue

regardless of whether Adroit or a ADT_JU_MX_PMP_MAN_STP/1.value

PLC mething el thi ADT_JU_MX_PMP_MAN_STRT/1.rawValue
Or Something €ISe causes tis § | ApT_JU_MX_PMP_MASS_TGT/1.rawValue

change in value. ADT_JU_MX_TEMP_TGT/1.rawValue

ADT_JU_OPC_ALM_AUT_REST/1.rawValue
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Typically you will ONLY audit set points or alarm levels but not temperature or level values. In other
words, do not specify process tags whose values that are required to change frequently as part of the
normal operation, as these will simply flood your database with unnecessary records.

4.5.2. DumpConfig Agent

["] Enable
Agent type configuration:

This Agent simply stores the
configuration  of  specific

| Agent type| Agent slots (CSV)|

Agent instances (CSV)

Agents in an OLEDB

Dump interval (in hours, 0 to disable):
: |

Dump tngger tag:

DIGDO value

Connection string:

4.5.3. ICMP Agent

The ICMP or PING agent uses the
Internet Control Message Protocol
to determine the existence of a
remote device on the network.
Any IP network device is able to
send, receive and process ICMP
messages. These messages are
only used for troubleshooting
network problems and not to
transfer data. The most common
use of the ICMP protocol is by the
PING diagnostic utility.

By continuously polling the
specified remote IP address, this
agent is therefore able to identify
potential network problems as
they occur by generating alarms
when errors are obtained when

database.

One example for its use is
when you need to report on
Agents in the context of their
configuration at the time of
the report, alternatively this
could be used as an extensive
method of auditing changes
made to specific agents.

[] Enabled
FRemote IP address:
Poll rate (secs)
Timeout (ms}:

Retry count: 3

Round trip time: high alarm value [ms]: 10000

Round trip time: high-high alarm value (ms): 15000

Round trip time [ms): 0
Failure count: ]

Last execution time: 2017-09-26 02:07:12 Pl

attempting to contact the specified remote IP address and/or when the round trip time exceeds specified
High and High-high times. This round trip time is the time that it takes to send an ICMP message to the
remote IP address and to receive its reply.
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4.5.4. PerfMon Agent
The PerfMon Agent is used to
monitor Windows Performance

_Perfomance counter Value counters, which belong to
1 \Processor(_Total)\% Processor Time 6064 .
2 Trocess(as)% Processor Tane 0% | performance objects such as
3 |Wemony\Commited Bytes 620272844800 j the Agent Server, Processor,
4 |\Process(as)\Private Bytes AS0s4192.00 1 || Memory and others. These
5 \Process(as)\Virtual Bytes 269602816,00 ) .
6 |\Adroit Agent Server(SVR_X (ARS))\Channels 0,00 Refresh counters facilitate the
7 |\adroit Agent Server(SVR_X (ARS))\Channels free 0,00 j monitoring of the computer’s
5 oo Hesdet B performance and assist in
0,00 | ' detecting performance
ggg bottlenecks that could
0.00 adversely affect the
0,00 functioning of Adroit.

0,00
0,00

>

The values of these counters
are updated every second and
can also be assigned other
Adroit tags, such as Analog Agents, which can then be appropriately alarmed. Up to 16 performance
counters can be monitored per Agent.
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4.5.5. SNMPMgr Agent

The SNMPMgr Agent (short for SNMP Manager) integrates network management using the Simple
Network Management Protocol (SNMP) with the MAPS SCADA (Supervisory Control and Data
Acquisition). SNMP has become the de facto standard for network management today and can be used
to facilitate the management of diverse computer networks.

Examples of devices that can be monitored using SNMP include routers, switches, hubs, UPSs, printers,
modems and even computers.
Each SNMPMgr Agent can access the data relating to the operation of a single device, in order to:

. _Momtor this a’ewcg by writing one or more of 5 e [ |
its values to Adroit tags. If necessary, you — —
can retrieve values at different rates. This | ™ " - - J - ok
ess rate UL ms |[>=
allows you to trend the data such as || ... . o0 I . -

. it address 1] items Update
bandwidth, alarm the data such as when ook [ secs =1) =
particular conditions arise like a device Version i . Header
becoming unavailable, and log the data to Read comm.  pubic O Disable poling Help

Datascope

analyse it for troubleshooting purposes. Wite comm

Usemame

e Control this device by using Adroit tags to set ||  auenicsion
the values of this data. This allows you to Encrypiion ’
change set-points within the managed device Flokins : 0] Traps

Enable traps

that control its operational functionality. R OweX

E W 00 Mame Type CumentValue Tag Rate

nechior < 3

e Receive SNMP traps (events) from this device
so that you can react to those that are
important. This allows you to reduce the
number of values that you need to monitor
(poll) for each device. In other words,
instead of monitoring every value on every
device by using SNMP traps, a device can
simply inform its SNMPMgr Agent of the | [lauoreieshvees

important values without solicitation.

With the inclusion of this Agent, Adroit can manage a process network (in which process values are of
concern), alongside a physical network (in which issues such as bandwidth and availability are of
concern). Other features include the ability to import and export the list of selected values and the ability
to select and configure the records in this list of selected values externally, such as from a mimic. A
global SNMP configuration file allows each SNMPMgr Agent to store an unlimited number of values.
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System Agents are used internally by Adroit to perform certain SCADA and other specific functions.
Instances of these Agents are created automatically and cannot be added manually by the user.

The System Agents are summarised here and the most important System Agents are described in more

detail below.

e The Alias, Beeper, Datalog, Device, Hasp, Proxy, Scan, SystemDatalog and SystemInformation

Agent types make up this group.
4.6.1. SystemDatalog Agent

Datalog catchup Datalog backup
Mode Start catchup Type
= (® None Triggered Backup
) = =
= Manual Stop catchup Scheduled Scheduled & Triggered
Automatic ag
. Schedule period
Opt
RS Daily Mon Thu
Catchup &ll Holes @ Monthly Tue Fri
Catchup Last Hole Annually Wed Sat
Recatchup Everything Sun
(®) Catchup Time | Edi...
Trigger tag

Time period:

2017-09-26 @ 06:06:39 to 2017-03-26 @
07:06:39

Backup directory:

Every Agent Server

contains a single

|\ SystemDatalog instance

Cancel called systemDI.  This
Update forms an integral part of
Refresh the  Adroit clustering
Header .. subsystem that deals with
e the synchronization of all of

the datalogs on the two
nodes in an Adroit cluster.

This Agent is also responsible for providing the global administration of the datalog backup facility that
enables the long-term storage of data logged data in multiple .CSV files.

4.6.2. Alias Agent

Alias Agents are the fundamental /ndirect scanning mechanisms in Adroit. They act as a references or
pointers to other Agents in the system. As a reference to the Agent it is aliasing, the Alias Agent has the

same behaviour and state information but differs only in identity.

4.6.3. Datalog Agent

Adroit provides extensive historical logging facilities, either by
using the proprietary data logging facility or by specifying the
required OLE DB compliant database to log the data.

If this latter method is used, one can specify which table is used
for logging this data.

Any attribute of any Agent can be configured to have its values
historically logged, subject to the proviso that it is of type Real,
Integer or Boolean.

Logging can take place either to native Adroit binary files or to
any ADO datasource (SQL Server, Oracle, MS Access, etc.).
When logged, the values are time stamped and are made
available via a DataLog Agent, to any client such as historical
trends, reports, external spread sheets, etc.

Select the Enable CSV backups option to ensure that the
logged data is backed up into multiple .CSV files for long-term

Logging
Slot:

® Stat OK
() Stop

[JHeades slots

value v

Retrieve...
Mode

® Continuous th Advanced...

Demand Bo
Trigger Help

Log Mow i

Data Set Configuration

Set number 1] ~ Add Delete

Datasource:  C:\ProgramData\&droit Technologies\Adroit\Configural

ength.. Thr (3600 samples, 72000 bytes)
Deadbands Ot of limit logging
Time. Tsec Time.
Walue :

0,0000 Upper limit:  0,0000

0 Lowe limit: 10,0000
Compression

Method: Actual

["] Disable logging on standby

Options (global to all sets]

[ Clear at start Backup period Monthl
[ irterpolate Delete backup files a0
[ ] Double ertries older than (days)

storage. This logged data backup facility is globally managed by [ Enctdo CSY bookss
the SystemDatalLog Agent. B
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Select the Advanced... button to configure ALL the global settings that affect the operation of the data
logging subsystem.

Historical values are stored in a central file, with each DataLog Agent "owning" a defined portion of the
file. The total amount of disk space required for data logging depends on the total number of values
logged, as well as the rate at which and period for which each value is logged.

The following formula can be used to calculate disk file sizes:

Formula
8 + (56 * number of logged values)

20 * (Period/Rate) rounded up to next multiple of 8

> Raw buffer sizes
Index file size + Raw file size

Index file size (bytes)
Raw buffer size (bytes)

Raw file size (bytes)
Total disk space

By default historical logging is an event-based function; in other words values are only logged when they
change and only then if the amount of change exceeds the value deadband parameter.

When the value of a logged point does not exceed the previously logged value by more than the value
deadband, the value is not logged.

Similarly, values that change more frequently than the user-defined time deadband will have a value
logged that depends on the logging method selected: actual value, average value, minimum value or
maximum value, as follows:

Value Description
actual The value logged is the value at the end of the time slice.
A time-weighted average is maintained of all the changes that occur and logged at the end
average . X
of the time slice.
minimum Only the lowest or minimum value is logged at the end of the time slice.
maximum The highest or maximum value is logged.

The formula presented above calculates a raw log file size based on the value changing exactly at the
logging rate (i.e., worst case scenario).

However, in a typical application, a compression factor of 3 to 5 or more is likely to be achieved. This
means that the actual period for which data is retained may be 3 to 5 times longer than the specified
logging period.

It is possible to override the default on-change-only logging behaviour and cause values to be logged
periodically or according to some other application-relevant trigger criteria.

Historically logged values can be retrieved for viewing within Adroit or exported for further processing
as a .CSV file. This file format is recognized by many commercial spread sheet and database packages.

Adroit also provides a means of merging values from a .CSV file into an existing historical database of
Data Log Agents. The .CSV file may have been originally created by the Extract utility or exported
directly.

Out of limit monitoring enables Datalog Agents to immediately log out of limit values (values that are
not within their specified operating range), by ignoring the normal time deadband value and using a
faster log rate specified by the out of limit time deadband instead.
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Each Datalog Agent can create their own backup (.LGB) files, when their associated .LGD files wrap.
Once created, the datalogging subsystem automatically retrieves the data from these .LGB files, if
required by trends (charts) or other requests for historical data.

This feature can also extend the potential amount of logged data without creating larger log files, since
larger log files have the side effect of causing the Agent Server to take longer to start up.

IMPORTANT: When backing up datalogs we recommend the creation and use of .LGB files, which
unlike the legacy method of backing up datalogs via the SystemDatalLog Agent, can have their stored
historical data seamlessly retrieved for trending and reporting.

4.6.4. Device Agent

Device Agents, in conjunction with protocol drivers, coordinate scanning in Adroit and are responsible
for creating, deleting and otherwise configuring Scan Agents which handle the actual scanning to and
from front-end devices.

The number of device Agents in a system will depend solely on the number of different front-end devices.
A system with one PLC controlling, say Boiler 1, would have only one Device Agent called BOILER1 (or
any other name chosen by the user). On the other hand, a system with many different front-end devices,
possibly of different types, will have one Device Agent per device.

Each scan Agent is in fact a separate, independently scheduled Windows thread which means that
genuine, concurrent, parallel scanning will happen in Adroit whenever the characteristics and/or
connection(s) to the front-end device(s) permit.

Due to Adroit's inherent flexibility, it is possible to scan in and out of any slot of any Agent. For example,
a Data Log Agent can be started by scanning its start slot from an external device, thereby effectively
achieving event-triggered logging; a new value can be uploaded to the high alarm limit of an Analog
Agent, etc. Each slot to be scanned is associated with an address in an external device, a scan period
in milliseconds, and a deadband. A value is only updated into the relevant slot when it changes by more
than the deadband setting.

In addition, scanning is the means by which any two Agent slots are "linked" or "connected" together.
The implication of this is that Agents can source their data from any other Agent as well as from a front-
end device. This feature is particularly valuable when used in conjunction with Expression Agents (the
Expression Agent is explained later).
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4.6.5. Other System Agent Types
Other system Agent types include Beeper, Hasp, Proxy, Scan and SystemInformation. The Beeper Agent
drives the built-in PC speaker and is typically used to annunciate alarms. A single Hasp instance called
LICENCE holds details about how many scan points and users are currently licenced.

Proxy Agents are created automatically when an application requests information about an Agent that
exists in a remote Agent Server. The proxy Agent assumes the role of the remote Agent in the local
environment and is continuously
updated with any changes that occur
Corfiguration | Running | System | Debug | Other siots in the remote Agent. The function of
Agent Detais Parameters on startup updating the proxy is transparent to
Name: Max channels 20 applications such as Operators as
systeminfo Granularty well as any 3™ party applications
Desopmn:. _ A interacting locally or remotely with
S B the server containing the proxy.
Servername oV
WGP file Scan Agents are created dynamically
Maxagents 6271 by the system as a function of the
user-specified scan configuration
and capabilities of the protocol driver
mapped by the device creating the
scan Agent.

Save on exit

Debug 0

Refresh | | OK Cancel

Figure 11 Systeminfo — Configuration

There is also a single SystemiInformation
instance called systeminfo that contains ||  Configuation Rumning | System | Debug | Other sots

a variety of system wide configuration, Run statistics Current date & time
run-time, and diagnostic information. Active agents 196 Current time  2017-09-26 11:26:08
This Agent contains some very valuable Sibom agecia {5t Year 2017

information that can be used to present User agents 145 T
a more detailed view of what is going on
within a Server. Again, as has been
explained the information available are
all contained with slots and available to
be presented on a graphic form or used
within a system. Proxies created 0

Agent types 50 Day
Connections 1

Subscriptions 171

Channels 20

Figure 12 Systeminfo - Running

Examples of useful "Tags” would be

SystemInformation.SystemInfo. Second— is the local second of time on the PC and can be used to trigger
events or used in scripts or calculations in Expressions

The same applies to minute, hour, day, dayOfWeek, currentTime, month, year, saveNow, saveOnExit
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4.7. Custom Agent and UDT Types
4.7.1. User-defined Type

Certain new PLCs optimize their communication performance by consolidating multiple data values into
a single User-Defined Type (UDT).

Adroit provides the UDT Agent Type Designer to support this new functionality. This utility creates agent
types (templates) that duplicate the structure of any UDTs used by your PLCs, by adding properties
(basic data types) to them and if necessary, to configure status slots for the purposes of alarming.

NOTE: This only supports UDTs that are composed of data types that can be represented by Boolean, Integer,
Real, Datetime, String (80 characters or less) and VarString values. Array data types are NOT supported.

Since each defined UDT is a separate agent type, you can add more than one of each UDT to your
installation, as is necessary. While this process of defining UDT agent types is similar to the process of
creating Custom Agents, they differ from Custom Agents, as follows:

1. UDT agent types can ONLY contain data and do not provide any scripting intelligence and

2. UDT agent types contain a "raw bytes" rawValue slot that communicates the ALL of its other SLOTS
(the ENTIRE UDT) in ONE transaction. This accounts for the improved scanning performance of
UDTs.

NOTE: Every instance (agent created) of an UDT Agent type will consume (number of slots-1) scan points. The
other scan point will be consumed if and when its rawValue slot is scanned.

IMPORTANT: UDT agent types must exist on all computers that require access to the UDT agents from the
Configurator. Once you have created one or more UDT Agent types, you can import them to other computers.

4.7.2. Custom Agent Type

Many plants make use of various complex devices that contain one or more value properties. Ordinarily,
in order for users to represent these complex devices, multiple instances of Analog, Digital or other
common Agent types would be used to represent a single device.

For example, your process may make use of a particular drive type; let’s call it Drive Type XYZ. Multiple
drives of this type exist in your process. This drive type has a couple of properties, for example Start,
Stop, Running, Tripped, Speed and Temperature, requiring each of these values to be mapped to four
digital and two Analog Agents respectively, therefore 10 of these drives would mean 60 Agents. Would
it not be better to use a single Agent, each Agent representing a complete drive and containing the 6
items of information in 6 slots of the Agent, so that in this example only 10 Agents would need to be
used instead of 607?

The Custom Agent has been designed to do just this. It is a generic Agent type used to enable the
creation of user-defined Agent types that can be used to represent complex devices and processes. In
addition to representing simple "container" Agents, which simply contain or encapsulate the values of a
number of previous Agents in a single user-defined Agent, there is also the facility to provide VB Scripting
intelligence to the Agent to drive (control) other derived slots of this custom Agent.

For example, we can add an extra slot to this Agent for defining a high temperature alarm value. The
VB Script would monitor the actual temperature such that when the temperature exceeds this value a
status bit is set for alarming purposes. We can also set a Trip status bit when the Tripped signal is
switched on and we can also disable the drive from starting if the temperature is too high. This Custom
Agent Designer utility facilitates the creation of these user-defined Agent types and can be launched
from the Utilities list in the Diagnostics & Tools tab in the Designer.
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Figure 13 Diagnostics and Tools
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5. Detailed Architecture — Client Side

Adroit consists of 3 main components, namely the SmartUI Server, SmartUI Designer and SmartUI
Operator.

5.1. SmartUI Server

The SmartUI Server is the data portal which exposes data from a number of disparate datasources, both
external and internal to it. The data sources included as standard are one Agent Server data source,
multiple databases, web services multiple Windows event sources.

This Server brings all the data from the different sources into one portal where the user can monitor,
control and manipulate and present the data.

In the Server you can add different datasources, configure profiles, security and create, edit and delete
graphic projects.

5.1.1. Datasources

Due to the client-server model that is used, it is possible for one or more Designers to be connected to
the same Server and to add, remove and/or modify its existing datasources provided they have the
necessary security rights.

For this reason it is possible to update specific datasources to view the changes that have been made to
it and to lock a datasource to be able to exclusively modify it.

When installing Adroit and Agent Server a local Eventlog datasource is created that is connected to the
local Agent Server only. More datasources can be added, but additional licensing is required.

The SmartUI server also offers a free OLE DB datasource that can be used to connect to OLE DB enabled
databases. There is no limit on the amount of OLE DB datasources that can be added.
More datasources available:

¢ Simulation: this datasource does not actually connect to outside data. However, it does provide a
wide variety of different types of data. Each simulation datasource contains a number of simulation
categories, whose data is either unchanging (static) or mathematically generated and therefore
constantly varying. This simulated data is essentially a dependable source of data, which can be
used when testing the animation of your graphic forms within the design phase.

e Web Service: this datasource connects to an XML Web service so that the functions contained
within its Web object(s) can be used. A Web service is simply the provider of one or more Web
objects which contain functions that can be accessed over the Internet and used remotely. Web
services are able to seamlessly communicate between systems irrespective of their specific
programming languages, hardware, and/or operating systems. For this reason XML Web services are
being touted as the next revolutionary advancement of the Internet and may well become the
fundamental structure that links together all computing devices.

¢ Adroit Air: Handles the configuration and management of the Mobile Air connections, configurations
and licensing.

¢ Smart Data Services, OPC and IoT Endpoint:

Smart Data Services is the collective name / term used for additional services (called micro-services)
added to the Adroit Technologies’ Technology Stack. Generally, the purpose of these micro-services
is to allow for remote connections to local resources over TCP IP.

Remote communication is secured with Security Tokens to initiate the connections and all subsequent
communication on these connections are encrypted.
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Some Micro-Services may require other Micro-Services to function, for example: OPC UA Server is
dependent on the Adroit Micro-Service, though these inter-dependencies are not detected nor
enforced.
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Figure 14 Smart Data Services

The Smart Data Services framework allows us to rapidly extend/expand additional networking
functionality by adding fit-to-purpose micro-services, these micro-services can also use, as building
blocks, the other micro-services already available, for example, both the OPC UA Server and Azure
IOT Hub Services make use of the Adroit Micro-Service to do their communication to the Adroit Agent
Server.

These services also benefit from the framework’s uptime management, ensuring each service will run
as required, without the need for explicitly code for these scenarios.
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5.1.2. Management
This directory is where all the user settings and security configuration is done.

e Profile: Profiles allow the work environment of the Designer and Operator to be customized
on a per user basis. In addition to merely customizing the display of these applications, profile
settings can be used to limit the access users have within these applications too.

e Security: This manages security for the Server. By using the existing Windows security, this
settings can be used to specify who should or shouldn't have access to it, its added
datasources and their data elements and/or special functions.

e System: This setting provides a view into the Server and exposes information and functions
pertaining to the Server itself and the Clients (Operators and/or Designers) that are connected
to it. This information and the functions are mainly required for troubleshooting purposes.

5.1.3. Projects

Projects manage the creation, opening and storage of graphic forms and wizards, which can be organized
through the creation of folders and sub-folders.
A project exists in two main states:

e The design state, which is used to add, import and configure or design the graphic forms
within the SmartUI Designer.

e The operational or run-time state, which is used to view and interact with these graphic
forms, typically within the SmartUI Operator although it is also possible to do this within the
SmartUI Designer.

5.1.4. SmartUI Server Clustering

SmartUI Servers can be clustered to provide both load balancing and redundancy, in that any number
of servers can belong to the same Cluster, in which case they are known as cluster partners. In other
words all the servers within a Cluster are able to handle their combined workload evenly and provide
continued operation in the event that one or more fail.

This combined workload is generated by their Operator clients that are made aware of this cluster. This
workload is shared by the number of concurrent connections that can be made by these Operators to
each of the cluster partners.

For instance, if one server has been licensed to have 10 client connections and it is placed in a cluster
with a server that only has 5 connections, these two servers are only able to share the workload until
the Server with 5 connections is fully utilized. Thereafter all new connections would be made to the
remaining server with spare connections. Furthermore if the server with 10 licensed connections fails,
only 5 Operators will be able to remain connected.

Therefore, in order to provide redundancy ensure that there are enough connections on any one server
to satisfy all the Operator client connection needs, irrespective of how many servers are within the
cluster. However, the greater the number of servers within the cluster the greater the assurance exists
of a fail-safe operation.

Each server uses UDP broadcasts to inform its Clients of its availability and load. The load of each Server
is determined by the number of Clients that are currently connected to it. Each cluster aware Operator
maintains a list of servers for ALL the clusters that it connects to. The list is periodically updated by the
Operator, which obtains the availability and load of these servers from their broadcasts. Cluster aware
Operators automatically switch over to the server with the lightest load.
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The SmartUI Designer is the interface you will use to interact with and configure projects within the

SmartUI Server.
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Figure 15 Designer — Detailed Display Example

English (South Africa)

The top part of the window is the quick access design menu. This menu is based on the very popular

ribbon menu you see in Microsoft products.

5.2.1. The Home Menu:
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o
¥ X Hh B (Ee
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Data :
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hapes Wizards & Examples

Project Graphic Foom

Figure 16 Home Menu

Connection Description

Connect This will connect the SmartUI Designer from the SmartUI Server.
Disconnect This will disconnect the SmartUI Designer from the SmartUI Server.
Refresh This refreshes the server view in the Enterprise Manager.

Save Server Data All data in the SmartUI Server will be saved.

Clipboard Description
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When in design mode on the graphic form you can paste copied objects.
Copy any object on your graphic form.

Cut objects on your graphic form that you would like to paste
Description

This creates a new folder in your project.

This button creates a graphic form in the selected project or folder.

This button creates a graphic form in the selected project or folder.

Creates a new project from this button.
In order to create a wizard object, it needs to be created on a wizard page.
Deletes the selected graphic form, wizard, folder or project.

Description
Save the graphic form.

Save the graphic form with another name.
Save all graphic forms as is.

Close the current graphic form

Close all graphic forms that are currently open.

Description
This button will open the Configurator where users can create, log, alarm
and scan the Agents within the Agent Server.
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5.2.2. The Agent Configurator

The Agent Configurator is the engineering interface to Agent Server and has functions to find, add, edit,
remove and otherwise configure Agents belonging to an Agent Server running either locally or on a
remote machine somewhere on the network. Suitably authorized users therefore have access to all
Agents in an Agent Server on the network, meaning that separate engineering stations are not required.

The Agent Configurator top-level dialog is shown below. It is from this dialog that users are led in a
structured way to select the next aspect of configuration (scanning, logging, alarming, etc.).

File View Options Security Window Help

Agent Configuration : : SVR_X
Agent
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Description
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Figure 17 Configurator
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5.2.3. The View Menu:

I[ ™~ $
1B - Home View Project Design Behaviors Shapes Wizards & Examples Configuration Diagnostics & Tools
=] | =
2 5 &
[ meomze X X X
Reset Window Reset to 88 B B ¥ R -, || Beginner Intermediate Advanced
Layout Default Layout
Content Spider Configuration Mode
Figure 18 View Menu
Menu Section Description

Reset Window Layout
Reset to Default Layout

Content Section
Translation

Watches
Progress
Launch Script Editor

Levels and Layers
Output Events
Contents

Enterprise Manager
Properties

Toolbox

Context View

Spider Configuration

Mode Section
Beginner
Intermediate
Advanced

This resets your windows layout only.
This button will reset your design workspace to the default layout settings.

Description

This button will hide or show the translation properties window at the bottom
of the screen
This will hide or show the Watches window at the bottom of the screen.

This will hide or show the Progress window at the bottom of the screen.

This will hide or show the levels and layers window at the bottom of the
screen.

The button will hide or show the contents window on the right side of the
screen.
This will hide or show the Enterprise Manager.

This will hide or show the properties window on the right of the screen.
This will hide or show the toolbox window on the left of the screen.

Description
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5.2.4. The Project Menu:

Adiroit €L KAML Graphics

Shapes Wizands & Examples Configuration Diagnastics & Tools

BE @

Figure 19 Project Menu

Adroit Classic
Import Mimic
Import Trend

XAML Classic
Import XAML

Project Style

Style

Size

Width
Height
Size

BackColor

Font

ForeColor
Font Size

Save Project Style

Open Project Style

This will import any Classic UI mimic onto the graphic form.
This will import any Classic UI trend onto the graphic form.

This allows you to import any graphics that is in XAML format.

When creating a project, you can choose to associate either a predefined or
custom style to the project, which creates a hidden graphic form, called
IStyle, which configures the following common graphic form display
properties to save you design time and ensure a consistent look and feel.
This allows you to set the physical dimensions, specified in pixels: either
select a Predefined width and height, which specify common monitor
resolutions or specify your own Custom dimensions.

This allows you to set the width.

This allows you to set the height.
This allows you to set the size.

The BackColor of the graphic form.

Note: Depending on the controls that you add to this graphic form, they
may inherit the specified BackColor.

The default Font of the graphic form and any controls that you add to this
graphic form.

The ForeColor of the graphic form.

The Font Size of the graphic form.

After editing this project style graphic form, click the Save Project Style
item to save these project style changes.

Note: You can only edit the style of a single project at a time.

Open Project Style opens the project style graphic form (IStyle), so that
you can add form components to this project style graphic form, such as a
banner (header) or footer or logo or any other element or graphic that all
your styled graphic forms have in common and/or configure their default
properties.
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5.2.5. The Design Menu:

17~ .

Vectors

A
I A. ) . Basic Shapes
{ A

on

Snapping Shapes

Figure 20 Design Menu

Vectors
Create Vector Group

Break Vector Group
Reset Centre
Rotate

Rotate

Workspace
Alignment

Size

Spacing

Layout

View Tab Order

Font
Colour
Snapping

Shapes

This creates a group of objects into one group.

Press this button to break the one group into separate objects.
This will reset the centre of the object.

This rotates the object.

This rotates the object by the selected degrees.

Use this to align selected items.

Use this to size all selected items to the same size.

Use this to space selected items equally.

Select an item to be in front or at the back of another object.

Specify your font settings here.

Choose a colour to be applied to an object.

Snap Mode.

Choose a basic shape.
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5.2.6. The Behaviors Menu consists of:

View Project Design Shapes Wizards & Examples Configuration Diagnostics & Tools

Display

Transforms Colors Actions

Figure 21 Behaviors Menu

Display
Display Value This behaviour allows you to display values from Agents in the Agent Server.
. This behavior can drive a data element (value) to and/or from the value of a
Bind Value
property of a control or vector.
Visibility This is a simple true/false visibility behaviour to show an object.
Tooltip This behaviour brings up a window with info on it for an action.
- Define an index list of images and when manipulating the index, the image
Flip Bitmap ; ; o
assigned to the index number will display.
Transforms
. This behaviour allows to dynamically move the object linearly in a defined X-
Location S :
Y direction by means of monitored value.
. This behaviour dynamically rotates the object by means of a monitored
Rotation value
Size This behaviour dynamically resizes the object linearly by means of a
monitored value.
Colors
This behaviour allows assigning colours to the two states of a digital
Color (Boolean) value; blink a specific colour property or the VISIBILITY property

Percentage Fill

Actions

Operator Action

Execute Command

Remove

Edit Behaviour

either continuously or triggered by a value.
This behaviour dynamically fill the object by means of a monitored value.

This behaviour typically provides methods that allow end-users to change a
value at runtime.

This behaviour perform commands such as launching an application or
opening, closing or printing a graphic form or logging a user on or off and/or
switching users.

This removes selected behaviours on objects.

This edits behaviours on objects
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5.2.7. Shapes Wizards & Examples Menus

1B - Home View Project Design Behaviors Shapes Wizards & Examples
Electrical Symbols ~ [ ' J =
" Refresh Static Static Static Static

Electrical 1 + Electrical 2 + Electrical 3~ Symbols ~

Categories Electrical Symbols

Figure 22 Shapes Wizards & Examples Menu — Electrical Symbols

The Shapes Wizards & Examples menu consists of electrical symbols.
Home View Project Design Behaviors Shapes Wizards & Examples

—

Hardware ~

é4 Refresh FAG  Mitsubishi

Cateqories Hardware
Figure 23 Shapes Wizards & Examples Menu — Hardware

The Shapes Wizards & Examples menu consists of hardware symbols.

Home View Project Design Behaviors Shapes Wizards & Examples
Process Symbols ~ = e i : Ve
‘, Refresh Compressors Conveyors Instruments Miscellaneous Pumps Sievesand Valvesand Vessels
d . ¥ . ® Seperators ~  Fittings ~ v
Categories Process Symbols

Figure 24 Shapes Wizards & Examples Menu — Process Symbols

The Shapes Wizards & Examples menu consists of process symbols.

Home View Project Design Behaviors Shapes Wizards & Examples
Situational Awareness ~ @2z . P
" Refresh Displays Indicators ISO Shapes Process Production
v v v Vessels + Charts ~
Categories Situational Awareness

Figure 25 Shapes Wizards & Examples Menu — Situational Awareness Symbols

The Shapes Wizards & Examples menu consists of situational awareness symbols.

Home: View Project Desgn Behaviors Shapes Wizards & Examples

saan . w
sxcons- V] () 5 ore B & 0 — ] ¥ .4 B = &% <4 ==
#5 Refresh 2DTanks 3DTanks Adroit Agitators Cement Compressors Conveyors Elevators Flow Meters Level Mitsubishi  Motors Pipework Pressure  Pumps Temperature Valves Water

. . Classic . v . . v . Transmitters *  Hardware = - . Meters = - Meters * - .

Categories Static Graphics

Figure 26 Shapes Wizards & Examples Menu — Static Graphics Symbols
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The Shapes Wizards & Examples menu consists of static graphics symbols.

Home View Project Design Behaviors Shapes Wizards & Examples
- ==
Templates ~ —

" Refresh Analogues Max Demand

-

Categories Templates

Figure 27 Shapes Wizards & Examples Menu — Templates

The Shapes Wizards & Examples menu consists of templates symbols.

Home View Project Design Behaviors Shapes Wizards & Examples

Wizards -~ ﬁ Ry . =i UT[

(’ Refresh Buttons Digital Gauges Motors Pumps Slider Valves

- -

-

- -

Categories Wizards

Figure 28 Shapes Wizards & Examples Menu — Wizards

The Shapes Wizards & Examples menu consists of wizard’s symbols.

5.2.8. Enterprise manager & Toolbox Menus

On the left is a window with 2 tabs. The default one is the Enterprise Manager which is the portal into
the SmartUI Server. The second is the 7oo/box which is the tools that are used when doing the design
work.

Enterprise Manager ? 2 X

4 ‘ Servers
<
> -l Datasources
> -l Management
> -l Projects

< >

Toolbox Enterprise Manager
Figure 29 SmartUI Designer Left Tabs
In the right window are three tabs, one is for the Contents, Properties and the other is Context View.

Each object that is created consists of properties which can be changed and manipulated via behaviours,
spiders or scripting.

Contents Properties Context View

Figure 30 SmartUI Designer Right Tabs
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5.2.9. Graphics Library

Enterprise Manager ? X The SmartUI designer has a new updated equipment
library that clients can use to design a project. This library

4 ‘ Servers can be found in Projects > Shapes Wizards and Examples.
4 “ 0 V' This library consists of Graphic Form examples, ISO

> -l Datasources symbols library, Samples (Spider examples), Static

b . Management Graphics which is the different equipment that behaviours

4 - Projects can be applied on, and Wizards. You can right-click and

b -?g. Adroit 10 Project preview each folder to see what is in the folder. This way

b '3. JUICE you can quickly look through the entire library for

D> {g. Navigation Templat.  equipment. If you want to use specific equipment that you
b -?g. Navigation Templat,  see, simply drag the equipment to the Favourites window
D .-23. Navigation Templat.  on the right of your screen.

> -Te_ Navigation Window
b Shapes Wizards an
> 19, System Informatior

5.2.10. Navigation Templates
The SmartUI also includes navigation templates that users can choose from to use in their projects.

BRI o vor hom Oen  sewwns  Sceieedsdtuances  Gnforstn  Dages 8Tosk
7530 Project Novigos Temploe]
BERAER| " " B Evn O | O O O 100% | B Sutstcs Optenizations Find and Replace

Figure 31 Project Navigation Template

5.2.11. Toolbox

The Toolbox is a set of tools you will use to create the project graphics, trending, alarming and database
interacting.

Template

The template directory consists of:

e The TemplateGO control: This control allows an existing graphic form to be displayed within
another graphic form, or even itself, if necessary.

ATQMS-MKTG-DOC-ADR_10 - Technical Description.docx Page|59



Adroit AN

FACTORY AUTOMATION

In addition to simply acting like a picture frame, the contained graphic form can expose one or
more properties that can be separately configured, if required. In this way, the graphic form
contained within a TemplateGO control can become a configurable form component.

Apart from allowing you to connect the same graphic form to different data, TemplateGO
controls allow you to perform modular or object orientated design, by creating an extensive
library of graphic forms to simplify the process of creating graphic forms.

It is possible to specify whether the graphic form that is contained within the TemplateGO
control will display any changes that are made to its original after it has been contained or not.

This control can also copy the controls and/or graphic elements and their spiders of the
referenced graphic form to the new graphic form, thereby allowing you to quickly construct
(clone) graphic forms from preconfigured graphic forms.

e The TemplateGONavToolbar control: This is a specialized TemplateGO control that
provides built-in functionality to help you create a graphic form navigational system or toolbar
containing references to one or more graphic forms and can also build navigation from your
project hierarchy.

Data
The data directory consists of:

e BarChart: Each charted series is either a series of horizontal bars representing values or a
series of points that are usually connected to form lines.

e ColumnChart: Each charted series is either a series of vertical columns representing values
or a series of points that are usually connected to form lines.

e LineChart: Each charted series is a series of points that are usually connected to form lines.

e PieChart: Each charted series is a series of slices or segments to form a complete pie or
circle. Typically you only use one series per chart.

e VIZNETBindingNavigator: The VIZNETBindingNavigator control provides a toolbar of
commands that allows a user to interact with the data from a table or view of a DataBinder.

e VIZNETDataBinder: This is a view to select which tables and their fields to display and then
automatically generates and adds the necessary controls and components to the graphic form
to view and/or modify the records within each table.

e VIZNETDataGridView: This is just a simple view into the table of the database.

e XYPlotChart: Each charted series is a series of points that are plotted from two sets of
values, one providing the X or horizontal coordinate and the other providing the Y or vertical
coordinate of each point.
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Adroit
In this directory there are Alarm and Event viewers that are similar to those in the Classic Operator.

e AlarmViewer: This tool has specifically been designed for the datasource to display Agent
Server configured alarms. Operators can view and acknowledge alarms locally and globally.
Security can be applied as to which user can acknowledge alarms.

e AdroitHistoricalAlarmViewer: The AdroitHistoricalAlarmViwer can connect to the
AlarmManagement Database to display the list of historical alarms logged by using the Adroit
Alarm Management Agent. These alarms/events can be filtered.

e EventViewer: The Event viewer can connect to the log computer’s events or to a remote
computer’s events. These events can be filtered.

Start Page [Graphic Form|
B 3 B b | |E_, %Design @Run | 100% | Statistics Optimizations Find and Replace
[4 4 |Page 0 of0|p bl |PageSize& 20 |FT (O Filter = None . P LA

> Find Clear

Drag a column header here to group by that column

7

Figure 32 AdroitHistoricalAlarmViewer
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Figure 33 Event Viewer

SCADA
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Gauges

This is a new directory with different
new gauges to use. Each gauge has
a set of themes that can be changed
from the properties window of the

gauge.

Window Forms
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>
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In this directory there is a list of SCADA tools users can use to
engineer their solution. These tools are really self-explanatory.
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This contains the standard .NET Windows Forms controls usually associated with Windows dialogs.

Custom Built Windows Controls (.INET)

The design of SmartUI allows for the use of other Windows controls, which can be imported into the
Toolbox for use within graphic forms. Therefore existing libraries of Windows controls do not necessarily
need to be discarded and completely re-engineered for use in SmartUI. This provides you with the
flexibility of building complex or simple controls, to further customise the design and look and feel of
your graphic forms.

Custom Built Window and ActiveX Controls

The design of SmartUI allows for the use of ActiveX controls, which normally cannot be used in .NET, to
be imported into the Toolbox for use within graphic forms. Therefore existing libraries of ActiveX controls
do not necessarily need to be discarded and completely re-engineered for use in SmartUL.

5.2.12. Wizards

Wizards allow you to reuse the same graphical object and its assigned behaviours (if any), over and over
again with different values (data elements) without having to recreate this object from scratch every
time. In other words, a wizard is a reusable design-time object, much like a Windows control. Wizards
also have the facility to update their instances that have been added to graphic forms to their current
configuration, when they are modified after having been used.

A Wizard is a pre-drawn and/or preconfigured skeleton of = e —— a
graphical objects and their assigned behaviours (if any), | Adreit 10 Graphie Form Previews
which has placeholders (substitutions) for data elements m— ——
which can simplify and speed up the task of creating | ) "¢ | & | oL =
graphic forms. But, instead of directly specifying the : -

values that drive these behaviours, these are replaced
with value-placeholders (or substitutions). 0 -

Each time a wizard is inserted into a graphic form, a
dialog is displayed whereby values must be specified for
all the substitutions that occur within this wizard. For
instance, instead of redrawing a pump or a motor each
time one is required, a wizard can be created and simply
inserted wherever a pump or motor is needed at which
time you link the required data elements (values) to its
predefined substitutions.
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5.2.13. Templates

Templates are reusable graphic [ o e
forms that can be used at run- )
time. A template should be used
if you would normally require a
large  number of identically
configured documents to
represent similar items.

The fundamental difference
between a graphic form and a
template is that a template has
aliases and is therefore designed
to be displayed within a Template
Graphic Object control that
displays a graphic form and
connects data elements to any
aliases of this graphic form
control.

20ktes Mar agement

% In Use s

Current Supply Time: ~ 0.03.45

Total Supply Time:  1678.53.17

For instance, consider the situation where a plant uses 1000s of motors, each of which require the same
process data to be reported and/or controlling actions to be performed. In this case a single template
mimic could be created instead of creating separate mimics for each motor.

5.3. SmartUI Designer Advanced Functionality
5.3.1. Spiders

Spiders and their links (silks) make up a visual programming language, which allows elements to be
transferred and/or manipulated in the Designer. This configuration occurs within what is known as a
spider workspace or engine, typically by means of drag and drop. Spiders are primarily used in SmartUI
to bind (connect) data to properties that are exposed by graphic forms and their form components.

This configuration occurs within the Spider Configuration window for the actively displayed graphic form,
as follows:

e Automatically occurs when data is purely being connected to properties by dragging the required
data element onto the necessary graphic form or its form component directly.

e Manually generally only occurs when this data needs to be manipulated or modified before it is linked
to the required property. However, by using spiders in this way it is possible to provide a rich,
interactive environment for the end-user of a graphic form without necessarily needing to write any
scripting at all. This is provided, in part, by the ability of spiders to be operated or triggered by
means of events or actions either performed by another spider or by a user on a control that is
attached to the graphic form. In this way users are able to perform custom and/or complicated
manipulation of data elements, literally at the touch of a button or a click of a checkbox, etc.

e Bulk, in addition to manually configuring spiders and silks, perform bulk configuration by exporting
the current spiders and/or silks configured within a spider workspace to a Microsoft Excel XML file,
performing the additional configuration and re-importing this configuration.

The spider workspace is known as a spider engine as it can either be stopped or running. Any spiders
and silks that have been added to it are only live or able to be triggered and perform their operations
when the spider engine is running.
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For graphic forms, this only occurs when viewing graphic forms in the Operator or when opening the
graphic form in running or preview mode in the Designer. The spider workspace provides a visual or
drag and drop interface to create the required spiders, silks and template sets. Each spider workspace
provides a toolbar and a right-click menu that provides tools to assist in the adding, arrangement and
configuration of these items, as illustrated by the following screenshot:

Spider Configuration
< A WND | t# Defautt A AR
i Datasources ;
B Management i L . Create New Spider »
o [l Projects : | New Regi
. : e e s oo ; i Rebian
g talioa - Ee . Multi-state Color2 | e
41 LN, = ; emplate Sets Ll [
R Transiation . . . . . ? lnputs:
4 P Filter Plant S O Yl AR Value 0 g Rearrange All Spiders/Regions
Filter Plant Temy
[ S ol o - o Newlinput: ¥ | Hide Unselected Spiders/Regions  »
[ Fiter Plant 9
: New State
£ Motors ? : 4 SR 3 T % Collapse All Spiders
BB it vob ORI e, New Input A
otors o : > : RPN o Link To New Server...
Runhours R s oA = Outputs: .
[ speed Fae A e SO Srieaset Colop Color [Control] e Paste Ctrl+V
B switch W Delete All Silks...
Home 5
F Landing X . Delete All Spiders...
#F Miing Plant . .|Wll] Delete All Unused Regions
Reports :
- i S Sl el : Import Configuration
) As cPUUsage 3 : : : N s ; : 3 3 } Export Configuration
cPU s
8B orc Al ) i . i bt e R S ey 4 J
< > <

Figure 34 Spider Workspace

As this screenshot indicates, the spider workspace:

e Provides a number of indicators that visually display the status of common spider and silk properties;
and

e Allows spider regions to be added to organize (de-clutter) the spider workspace, by providing logical
groupings of spiders which can be expanded or collapsed to display or hide these spiders. Typically
you create a spider region when one or more spiders have something in common.

Once added, each spider has a configuration view that can be expanded or collapsed and which allows
its inputs and/or outputs to be configured. Each spider has a number of inputs and/or outputs,
determined by the function that it performs.

Once triggered, a spider will communicate and/or manipulate data from its inputs to its outputs in order
to perform its function. In addition to be being triggered by means of an event, spiders can be triggered
whenever one of their input values change or by using a spider whose sole function is to trigger other
spiders, in the same spider workspace, in a customisable order.

Data elements are transferred between spiders by means of silks, which are their interconnecting links.
Silks can be grouped together into what are known as template sets. As only one template set can be
active at any one time, this provides an easy way to vary the data displayed by a graphic form. Any
spiders that are connected to silks that are not associated with the active template set will not be used,
so the functionality provided by each template can vary. By way of example, consider the case where a
graphic form is constructed to represent a pump which displays its status, its flow rate, its pressure and
flow by linking this data to the necessary properties by means of silks.

Now consider the case where a battery of similar pumps is required, each requiring this same information
to be displayed. Instead of redrawing this pump and replicating it on multiple graphic forms and then
attaching the correct data to each of these pumps individually, template sets can be used. In this case
the silks required to supply each individual pump with its required data could be created to this single
pump graphic form and then associated with its own template set. Then when the spider workspace is

ATQMS-MKTG-DOC-ADR_10 - Technical Description.docx Page]| 65



Adroit ol TSyt

FACTORY AUTOMATION

running, the active template set can be dynamically changed, as required, to display the correct
information for each pump.

5.3.2. Available Spiders

An extensive list of spiders is provided that are able to perform a wide range of functions and operations.
Although all of these are generally applicable spiders, it is possible to create spiders that are datasource-
specific spiders which perform customised data-specific operations and/or processing.

NOTE: Data spiders are a special “hidden” subset of spiders, which are currently added automatically to the
spider workspace. These are responsible for managing the transfer of data to and from the spider workspace.

This list of spiders is the same list that is displayed when manually adding a spider to a spider workspace
that has been organised into the following categories to make it easier to select the required spider:

NOTE: You will notice that the icons of the spiders have a different background colour for each of the spider
categories to visually identify which category they belong to and give an indication as to their function/purpose.

Advanced
These spiders can be used to perform the following advanced functionality or configuration:

Icon Name Description
= Levels and Layers To change the visible level of a graphic form at runtime.
; To add any number of performance counters so that you are able to
| Performance Counter : -
monitor key indicators of the performance of your computer.
To create script objects that interacts with the Client and if
necessary, with the Server, so that they can perform advanced
customised operations. Both input and output variables can be
B Script Engine provided for this script object and if necessary, whose values can be

provided by or linked to other spiders, properties or data elements.
These script objects are run whenever these spiders are triggered.
For further details of script objects and scripting, see the Scripting
section. For instance, a script can be used to open a graphic form.
To use any special function provided by any of the configured
] datasources. In addition to the datasource-specific special
el Special Function functions, this spider can be used to perform queries and stored
procedures that have been added to OLE DB datasources or to
execute functions exposed by an XML Web Service.

To format one or more values, if necessary, and display them as a
single formatted string. Values of data (data elements) can be
formatted to customise their appearance before they are displayed,
since the default formatting of a value is often not expressive or
informative enough to be of much use. This is particularly useful
when customisable numeric and date and time formats are required.
To dynamically change the names of data elements and if necessary,
to configure their values. A typical example of usage would be for
a redundant server system or process where only the datasource
name changes between the common setups. In this case, this
spider can be used for all the relevant data elements, instead of
creating an entirely redundant set of spiders.

ieh String Format

HOE Variable Data Element
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Animation
The following spiders can be used to animate graphic forms:

Icon Name Description

To start and stop a colour alternating between two predefined
colours at a specified interval and to display another predefined

q Blinking colour when this blinking is stopped. This spider can be used to
configure colour properties of graphic forms and their form
components.

To define colours that provide a visual indication of the current value
of either a String, Double or Integer value. This is achieved through
. the creation of more than one “state” where each state has a
2a Multi-state Colour particular colour that is associated with either a specific string, a
range of values or a logical expression that compare one or more
input values. This spider can be used to configure colour properties

of graphic forms and their form components.

Application
The following spiders can be used to launch or interact with other applications:

Icon Name Description

To remotely interact with a graphic form within the Operator, such
as the ability to open or close a graphic form when this spider is
triggered. For instance, this spider can be used to open or close a
graphic form from an event with a click of a button.

] To enter a data value by displaying a dialog for this purpose at
] Data Entry runtime. It is possible for this change in value to be confirmed
and/or logged to an event log, if required.

To run an application (.EXE), command file (.CMD) or a batch file
(.BAT) and, if necessary, specify command-line parameters. For
instance it is possible to open a specific document within Notepad,
or some other application.

- Application

i Execute Command

Databasing
The following spiders perform database-specific tasks:

Icon Name Description

ien DataBinder Trigger To display or to save changes made to the data of a table in a
DataBinder. For more details about DataBinders see the OLE DB
datasource description above.

A Query To perform queries and execute statements provided by any OLE DB
datasource.
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Colour

Data Row Splitter

Extended Data
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Font
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Mapping

Multi-state
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Description
To select a colour using a colour edit box or define a colour by
individually manipulating it's A, R, G and B constituents. Where the
R, G, B colour constituents specify the relative intensity of red, green
and blue respectively in the resultant colour. The A constituent,
however, specifies the required transparency of this colour, which is
only supported by specific colour properties, e.g., for the BackColour
property of a button. For instance, by driving one or more of these
colour constituents remotely, it is possible to create a constantly
varying colour which can be used to configure a colour property of
a graphic form or one of its form components.
To filter out a row (field) from dataset data and expose the values
of its columns as outputs of this spider. In other words, this spider
is able to split a data row into its column values. For instance, once
the individual column values of a row have been split into separate
outputs, these outputs can be displayed by form components or can
be used to set their properties, etc.
To either display the properties of an existing data element or to
create a data element from any input. For instance, this spider can
be used to obtain the name of a data element.
To select a new font using the standard font dialog or to modify an
existing font by independently adjusting certain of its attributes.
The font attributes that can be individually manipulated are Regular,
Bold, Italic, Font Size, Underline and Strikethrough. For instance,
by driving one or more of these font attributes remotely, it is
possible to create a constantly varying font which can be used to
configure a font property of a graphic form or one of its form
components.
To expose and/or manipulate properties of an object such as a form
component which are generally hidden. These properties will either
be displayed as inputs if they are writable, and/or outputs if they
are readable. For instance, to be able to set the SelectedIndex
property of a ComboBox control.
To map (connect) inputs to outputs so that each input has an
associated and identically named output. This spider is intended to
act as a connection interface for reusable graphics to which the data
required for the display and animation of the graphic can be
connected. In other words, this spider eliminates the need of
painstakingly connecting the required data to each of the various
properties and other spider inputs every time this graphic is reused.
This configuration is performed once for all, by simply creating the
necessary mapping pairs and connecting their outputs to these
properties and other spider input. Then, when the graphic is reused,
the data is simply connected to the inputs of this Mapping spider
which correspond to its already connected outputs.
To create more than one “state” for a specific String, Double or
Integer value so that when this value falls within a defined state the
spider returns the value associated with this state.
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The following spiders can be used to construct simple or complex logic expressions to perform various
tasks when TRUE by triggering one or more spiders, as an alternative to writing script to perform the
same functionality.

Icon

Mathematical

Name

AND

IF

Logic Trigger
NOT
OR

Description
To create a logical expression and, if necessary, to AND its result
with another Boolean input.
To either create a single logical expression or, if necessary, to create
the initial logical expression that will be operated upon by the other
logical spiders.
To trigger one or more spiders in sequence when its specified logical
expression input becomes TRUE after having been FALSE.
To NOT (inverse) its specified logical expression input.

To create a logical expression and, if necessary, to OR its result with
another Boolean input.

The following spiders can be used to perform mathematical calculations:

Icon

ok

f:x]-

i

-

Simulation

Name

Constant

Expression

Multiply and Divide

Operator Action

Scaling

Summation

Description
To create user-defined constants and/or use the existing constants
to set the values of other spiders’ inputs.
To implement user-defined calculations this can make use of
variables. For instance, such calculations can be used for totalising
or accumulating values, implementing advanced control strategies,
creating sophisticated information displays and reports, etc.
To multiply and/or divide one or more values to produce a result and
if necessary, to add one or more offset values too.

To perform various operations on a numerical or Boolean input. It
is possible for this change in value to be confirmed and/or logged to
an event log, if required. For instance, this can be used to toggle
Booleans or set Booleans to start and stop a pump for example.

To convert or scale a value in a certain range to a desired range.
For instance, while the incoming value may be specified in the range
from 0 to 50, this spider can be used to scale the value between 0
and 100 instead.

To add and/or subtract one or more values to produce a result, this
totals the amounts to be added and subtracted.

The following spider can be used to produce simulated data:

Icon

o

Name

Simulation

Description

To create simulated data and configure how this simulated data is
generated. For instance, this can be used when the Designer is not
connected to any datasource to test the animation of graphic forms.
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Spider Workspace
The following spiders can be used to perform spider-specific functionality:
Icon Name Description
o Template Set To change the active template set at runtime.
ar Tri To customize the triggering of existing spiders, by triggering one or
- rigger . : e
more spiders in sequence, whenever this spider is triggered.
Statistical
The following spiders can be used to perform statistical operations:
Icon Name Description
— Counter To record the number of On and Off events that occur, for a Boolean
value, and the individual and total time of these events.
I To collect data from an analog (floating-point) value and to calculate
= Statistical - ; : ) e
S Functions statistical information (maximum, minimum, mean, standard
deviation and total) from this collected data.
XML
The following spider can be used to operate on or produce data in XML format:
Icon Name Description
To expose XML properties defined within an XML document as
i Extended XML outputs so they can be used individually, as required. A common

usage for this spider is to expose the required values from the
otherwise complex XML output, produced by XML Web Services.

5.3.3. Scripting

SmartUI has been specifically designed with the aim of providing simple non-scripting methods to
perform advanced functionality. This aim is primarily achieved through the use of spiders and silks, a
visual programming language which provides a simple yet powerful alternative to scripting. For instance,
by using spiders and silks it is possible to easily create graphic forms with a rich, interactive Operator
without using scripting at all. For details, see the Spiders section.

However, scripting is provided for the more advanced user and can easily be used in tandem with these
other non-scripting methods. This is in accordance with the general philosophy of openness with which
SmartUI has been written.

Since SmartUI has been created using the .NET framework, scripts can only be written in the following
.NET scripting languages: Microsoft Visual Basic.NET or Microsoft C# (CSharp).

The default scripting language can be set by the profile associated with the currently logged in user, if
necessary. For further details on profiles, see the section on User Management.

Before describing scripting any further, it is necessary to understand a bit about the scripting architecture
used within SmartUI and its benefits.

In SmartUI each script is seamlessly encapsulated in a “script object”, for this reason these terms can
be used synonymously. The purpose or need for the script object is simply to provide a self-contained
environment within which the script can be run. Therefore it does not matter whether the script is run
from the Server or a Client (Designer or Operator), it will still carry out its intended purpose.

For instance, one function of the script object is to manage the list of external assemblies (DLLs) that
are referenced by a script so that their properties and methods (functions), etc., can be used within the
script.
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Scripting has been tightly woven into the very fabric of SmartUI and as so can perform the following
functions:

¢ Graphic form scripting: These scripts can be used to programmatically animate or enliven
graphic forms by creating event handlers for events exposed by the graphic form and its
added components. In this way it is possible to provide interaction between components on
the graphic form, such as drag and drop and mouse handling capabilities, etc. In this case, a
script is associated with each graphic form that is executed on the Client whenever and
wherever the graphic form is operated. This script can typically be accessed using the
Graphic Form Script window that allows one to easily switch between the script and its graphic
form.

¢ Client scripting: These scripts can be used to customise or enhance the usage of the
Designer or Operator by opening graphic forms, etc. In this case, a Script Engine spider can
be used to contain the required script which is executed on the Client whenever the spider is
triggered. In these scripts input and output variables can be used whose values can be
provided by or linked to other spiders, properties or data elements.

e Server scripting: These scripts are typically used to perform manipulation of data upon the
Server itself. In this case, a Server Scripts datasource can be used to store the required script
which is executed on the Server. These scripts can either be executed manually or by using a
special function provided by this datasource or they can be performed remotely, in which case
no client interaction is required at all.

Due to the self-contained nature of each script provided by its script object, there is no need to separate
the Client and Server scripting, which can be combined within a single script if necessary. Furthermore,
running a script from the Server or a Client should not affect its speed of execution, since this speed is
usually dependent on the script itself, the utilization of external references and correct programming
techniques and other system-dependent factors such as CPU load, etc.

For these reasons, there are a humber of benefits associated with adding a script object (script) to a
Server Scripts datasource, such as:

e Each script object that is stored can be used and executed within a Script Engine spider.

e Each script object that is stored is immediately accessible by all the Clients connected to its
Server.

e Each script object becomes a data element and can therefore be individually secured, if
necessary. Unlike a script object created within a Script Engine spider for instance which
cannot be secured directly and instead relies upon the security applied to the graphic form
with which this spider is associated. For further details, see the section on Security.

NOTE: It is possible to create scripts that use profile-specific variables, whose values can be stored for later
retrieval within the profiles, so that scripts can be customised per profile.

Scripts are typically written and debugged within the Script Editor; however users can also use Visual
Studio 2005 (and later) if this is already installed on their computer. The default script editing
environment is set by the profile associated with the currently logged in user.

In the case of graphic form scripting, the Graphic Form Script window is displayed by default which
provides the same basic editing environment as is found in the Script Editor and allows one to easily
switch between the script and its graphic form. If necessary, these scripts can be edited within the
Script Editor to take advantage of the other editing functionality that it provides.
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Figure 35 Script Editor

The Script Editor provides standard programming functionality such as bookmarks, commenting lines of
text, indenting lines of text, compiling the script, compiling and running the script, etc. Access these
commands from the toolbar, the menus or by right-clicking in the Editor Workspace window. The script
editor can provide IntelliSense, a powerful feature that can dramatically reduce the time required to
produce your scripts, within the Editor Workspace window.

For instance, when coding you do not need to leave the Editor Workspace window in order to perform
searches on language elements, since IntelliSense provides the following features:

e Valid member variables or functions can be selected from drop-down lists for any class, struct,
union or namespace which is defined in any of the references added to your script and within
your script itself. The required member can then be inserted directly into your code.

e Pop-up windows can display the following information for methods and functions — their
namespace, the names and types of their parameters and their return type. The required
parameter list can be selected for overloaded functions.

o Immediate feedback can be provided whenever misplaced brackets or open-ended segments
of code are detected.

Since the required INeed interfaces are dependent upon whether a script interacts with either the Server
or the Client or both of them, all the INeed interfaces are declared within in each script and only once
the script has been complied, are the required INeed interfaces used when the script is run.

For this reason, when a script is initially created default source code (text) is automatically added to it,
which provides standard functions and the declarations of all these INeed interfaces. This default source
code is provided in the default scripting language which is set by the profile associated with the currently

logged in user. Both the scripting language and this source code can be changed to the other scripting
language, if required.

In addition to the functionality provided by these INeed interfaces and the other standard functions, the
script is to provide additional functionality through adding references to external assemblies (.DLL files),
whose properties, methods, etc., are made available to this script and can be implemented within it.
The script object then manages these references for its script.
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5.3.4. Object and Context Model

Adroit offers users the ability to minimise their engineering, maximise the quality of the solution when
the Object Model is used. From the Designer, under the Datasource window it is possible to create your
own predefined and tested templates and to then engineer projects from these objects that will in turn
replicate the complete SCADA configuration including tag names, scanning, alarming and trending.

Auoitn BEBREABEE - e

Figure 36 Designer — Object Model

The approach is fairly simple and the process users would follow would be:

e Create a Wizard and populate it completely with

Context View 2?22 x
tags configured for all the Scanning, Logging and [ Fl
Alarming required for such an object. o v

¢ Right-Click and create a Template from this ;.'i""' it

Loy ABC_RM_PMP_02

configured Wizard. This Template would also have -
the possible graphical options available for users to [ Ly scx e ol
use at the time of deployment. In addition where g e
the user has defined their own Context (such as Loy ABCRM PP 01
Manufacturer, Equipment Type and Description,
Power Rating) this will be carried through to all
instances and be available for allowing Context
based sorting and searches throughout a project to

allow easy management of the configuration.

Manufacturer g - < O

Contents Properties Context View
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e Once created then it is possible to create as many instances as you need for a project.
o This can be done in a hierarchy under the “instances” tree view

o Another way is to add a physical hierarchy in the Context view window that appears on the
right hand side of the Designer. Once the view is created you could simply drag the created
instances into the view, or it is possible to drag or right-click and add an instance within the
Context View. If users have designed the tree correctly all the Agents that will be created
when deploying the instance would be built using a unique tag naming convention as
defined by the user.

Building the graphics would simply require the user to define to graphic forms in his Projects directory
and then to drag the instances onto the forms and link them all together with the required static graphics,
add the navigation and deploy to a site.
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5.4. SmartUI Operator

The SmartUI Operator display the
Enterprise Manager with the projects
listed for the user to select form. A
graphic form can be set as default
loading page for the default user or
according to user profiles.

The SmartUI Operator can be run
from an operator application install or
from a web interface. In order run
the web interface, SmartUI Web
Services needs to be installed on
Microsoft  Internet  Information
Services (IIS).

The SmartUI ClickOnce Operator can
run on most popular internet
browsers. For Internet Explorer you
need to use ClickOnce.

am Windows

The SmartUI ClickOnce Operator is ClickOnce

part of the SmartUl Zero Footprint
Deployment (ZFD) strategy and
allows a user to operate and interact with SmartUI project(s) using a fully-fledged SmartUI Operator.
By using Internet Explorer, a user can simply browse to a specific URL to download the necessary files
and then run the SmartUI Operator normally, as a separate application.

Optimize

By using Microsoft’s ClickOnce deployment mechanism, this means of installing the Operator provides
the following additional benefits:

e No administrator privileges are required for this installation; and
e ClickOnce supports caching which improves the load time of the Operator after the initial download.

The ClickOnce Operator is installed per user, not per machine and is sandboxed or isolated from other
running programs for added security.

For the other internet browsers you will use the Launcher application. One of the advantages offered
by the .NET architecture is the ability to easily manage distributed applications. Within SmartUI we
make this easy by using our Launcher application.

Although the Launcher does not perform any client or server functionality itself, it can install the Operator
component remotely (either over a LAN or the Internet) and/or ensure that this component remains up
to date with the latest files, if required.

In order to use the Launcher a "distribution" computer needs to be configured first. This "distribution"
computer can be any computer that has SmartUI Distribution service installed and running, although it
is typically a Server computer.
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The SmartUI Distribution service simply identifies a "distribution" folder on its computer. The Launcher
then connects to this preconfigured distribution computer over a LAN or the Internet and synchronises
the contents of its installation folder with the specified "distribution” folder.

In other words, once the Launcher has connected to the specified distribution computer the files and
sub-folders within its installation folder are compared to those in the specified distribution folder.

Only the file(s) and folder(s) which are newer on this remote computer or which do not exist on the local
computer will be displayed for downloading. Any executables that are downloaded from the distribution
computer can then be run or launched from this application if necessary, hence the name of this
application.

Therefore the files placed in the user-configurable distribution folder on the distribution computer will
be the files that are distributed whenever a Launcher is connected to it. Typically this folder contains
the files required for the Operator.

As mentioned previously, Internet connections are only possible when SmartUI Web Service is installed
on a web server, to provide a gateway between the Client and Server computers. This web server can
be installed securely within a DMZ (de-militarized zone) environment, if necessary.

Enhancement: Instead of your users needing to configure the necessary details required to connect to
your Distribution computer, you can use the “Setting up the Launcher” page of the Config Editor to
preconfigure these for your Launcher installation.

5.5. Secure Mobile Gateway

This secure technology is offered as a service and gives the user of the SCADA the ability to view the
Adroit SCADA graphics on any device, from anywhere. Built with Secure Access at it's core it creates a
secure socket connection and renders the graphics through a web based application creating an “airgap”
between the user and the SCADA.

5.6. Security

Since the SmartUI Server is a data portal that can aggregate data from numerous sources, it is possible
that data with varying degrees of sensitivity may be made available to the SAME Server. For this reason
it is essential that the data is appropriately secured.

As the architecture allows the SmartUI Server to be accessed by both Designers primarily used by
engineers, and Operators primarily used by end-users, it is necessary to ensure that different users have
different levels of access to this data.

NOTE: SmartUI “locks” down everything and that one of the functions of the designer of the system is to grant
the necessary access to the required users. This approach to security follows very much along the lines of
Windows security, as implemented by Microsoft in Windows XP SP2.

Security in SmartUI is user-centric and operates on top of the traditional Windows operating system
security, using a configurable sub-set of the existing users and groups on each Server computer known
as the "allowed" users and groups.

For instance, when a Client (Designer and Operator) is launched, it is necessary to login to a Server and
only a user that is ether an allowed user or a member of an allowed group on this Server is able to log
into it.
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In addition to controlling the access of these “allowed” users and groups to the Server, its configured
datasources and their data, it is possible to control or limit the access that these users have within each
Client (Designer and Operator).

The following diagram illustrates how security in SmartUI operates | CNterprise Manager S
on top of the traditional Windows operating system security by > “ ——
means of the allowed users and groups, which is a selected set of .

the existing Windows users and groups on the SmartUI Server o B Datasources

machine. 4 - Management
= Profile
Security should typically be implemented during the deployment of 2 g Security

SmartUI so that the initial allowed users and groups can be
configured on each Server. Then the access of these allowed users
and groups should be specified within each Server and Client.

ﬁ{o Policy
J j Spedial Functions
El 8 Users and Group:
a2 Groups

However, security configuration should continue throughout the life ‘3) e
of the project to secure new datasources by limiting the access of ] system
new users and modifying the access levels of existing users as i Projects

required, etc.

5.6.1. Server Security

Server security must be configured per Server in the Enterprise Manager by using its Security component
within the Management category.

Most importantly, this Security component configures the allowed users and groups which provides the
first or foundational level of ALL user security and management within SmartUI, not only for Server
security but also Client security too and is therefore mandatory.

Furthermore this Security component configures the first level of purely Server-specific security in the
form of Policies, which can be used to provide a general (large-scale) level of control to safeguard the
data that is made available to the Server.

The second level of Server-specific security can be broadly termed Datasource-specific security, which
can be used to provide a precise (finely tuned) level of control to safeguard the data that is made
available to the Server. This is therefore configured per datasource and its exposed data elements and
special functions. For details of the structure of data within SmartUI, see the section on Data
Architecture.

5.6.2. Allowed Users and Groups

As previously discussed, security in SmartUI is user-centric and 1_.9,9 Security
operates on top of the traditional Windows operating system 5: Policy
security. This is made possible by using a configurable sub-set of J o Spedial Functions
the existing users and groups on each Server computer known as the 4 {@ Users and Groups]|
"allowed" users and groups. .38 —_—
3% All Groups
NOTE: SmartUI uses the Active Directory to expose the available Users and &5 Allowed Groups
Groups from which the person designing the SmartUI application can then 4 5 Users
choose his allowed SmartUI users. & All Users
8. Allowed Users
8 Impersonated Users

These allowed users and groups therefore provide the first or
foundational level of ALL security within SmartUI, hence their creation is mandatory for every SmartUI
Server. In other words, unless a user is either an allowed user or a member of an allowed group, he/she
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will be unable to login to the Server and use SmartUI. Before a SmartUI client (Designer or Operator)
can be used, it is necessary to login to a Server first.

The allowed users and groups are the means by which all other user security and management in
SmartUI is applied. They are typically added and removed via the Designer in the Enterprise Manager
by using the Users and Groups list of the Security component that is within the Management category
of each Server.

However, it is possible to give certain users and groups total or global security access to each Server,
which essentially become “master” users and groups that:
e Permanently become allowed users and/or groups that cannot be removed from the lists of the
allowed users and groups maintained by this Server so that these users will never be able to lock
themselves out of the Server; and

e Are always able to login to and have unrestricted access to this Server, its datasources and their
data.

These global security users and groups should be used to administer the security of the Server by adding
the other allowed users and groups and assigning the necessary access rights to each of them. By
default, only the Administrators group and the default login user is assigned global security access to
each Server.

In addition to adding existing users and groups to the allowed users and groups for a Server, it is possible
to create users that impersonate or masquerade as an allowed user.

For instance, when users are not part of the Windows security or where you do not want to expose a
domain username and password when someone logs in to a Server over the Internet. The impersonated
user is then able to login to a SmartUI client (Designer or Operator) and merely assumes the user
security and management settings of the allowed user that is being impersonated.

5.6.3. Policies
Policies can be used to provide a general (large-scale) level of control to safeguard the data that is made
available to the Server. They can only be implemented after allowed groups and/or users have been
added to this Server.

Policies are essentially a configurable set of rules that | « g.O'Security
govern the access to a Server and its available datasource 4 [ Policy|
lugi . Be Add New Datasource
plugins (the types of data that the Server is able to -4
ctt foll . ¥o Export Datasource
conne O)’ as _0 ows: o . o Ev Get Current Datasource List On Server
e Each policy represents a specific service or activity Be Get List Of Datasource Plugins From Server
that can be performed by the Server, such as the B Get Special Function List For DataSource
ability to retrieve a list of its available fo Get The Data Element List From Datasource
datasources. 6.0 Import Datasource
e Each policy can then be associated with one or B ;""°ke 52’39:' F“;‘::”
more allowed users and/or groups with each e v s st
lic g Save Server Data
policy. . Ff,o Submit Transaction
e Any allowed user and/or group not associated £& specal Functions
with a policy is unable to perform the service that 4 - gy Users and Groups

it represents.
In other words, whenever a Server receives a request for a service it first determines whether the
currently logged in user is part of the allowed users or groups that are able to perform this request, and
then denies or grants access based on this result. By default, the Users group and any group(s) and/or
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user(s) that have been assigned global security access to this Server is automatically associated with
every policy.

Certain policies represent datasource plugin specific services such as the ability to add or remove a new
datasource. In this case, the policy contains a list of the available datasource plugins so that the required
allowed users and/or groups need to be associated with the applicable datasource plugin. Once a
datasource plugin has been secured using a policy, this security will be applied to all of its existing and
future datasources that are configured.

NOTE: In order to secure a specific datasource andy/or its data, datasource-specific security Is required,

Allowed users and/or groups are added to and removed from policies via the Designer in the Enterprise
Manager by using the Policy list of the Security component that is within the Management category of
each Server.

5.6.4. Datasource-specific Security

Datasource-specific security is a general classification that encompasses all the security measures that
can be used to provide a precise (finely tuned) level of control to safeguard the data that is made
available to the Server. This too, can only be implemented after allowed groups and/or users have been
added to this Server.

As its name implies, this essentially involves securing the specific datasources that have been added to

a Server and their configured exposed data elements and/or special functions.

However, since datasources are themselves data

Adroit 10

Data Element Security | elem_ents, datasourf:e-speaflc security simply
Data Element Information consists of the following two security methods:

Name

[ Inherit From Parent (only from immediate parent)

[ Apply To Children (and all sub-children)
Audit

Data Element Security
Since every datasource exposes its data in the form

O Audit Writes 0] Requires Authorization of data elements, it is therefore essential that the
Note: Audit settings cannot be inherited from parent or applied to children. access to these data elements be sufﬁcient|y
Data Element Security controlled to provide the necessary security for
Groups And Users your data.

Selected Groups: Available Groups:

administrators
>>

Each data element (and datasource) can be
assigned security permissions that determine which
users are able to configure its security settings and
Selected Users: Avaiable Users: which users are able to view, set and/or remove it.
administrator cliver

>>

<<

Data element security is applied via the Designer in
<< the Enterprise Manager by right-clicking the
required datasource and/or data element and
selecting the Security item.

NOTE: This item is only available if the currently
logged in user has the necessary security
permissions to configure the security settings of this

Cancel Previou: [ Finish

datasource andyor data element.

The following strategy is recommended for implementing data element security:
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e Specify the extent of the access that allowed users and/or groups are given to the available
datasources so that only the necessary datasources are available for them to perform their
required duties.

e Specify the extent of the access which allowed users and/or groups are given to the specific
data elements within these datasources so that only the necessary data is available for them
to perform their required duties.

In this way the currently logged in user should only be able to see the datasources and their data
elements that are necessary to perform his/her function. Furthermore, whenever any data element is
accessed, this Server will always determine whether the currently logged in user is able to perform the
requested data element operation and accept or reject the request accordingly.

By default, only the group(s) and/or user(s) that have been assigned global security access to this Server
are automatically assigned full access to all datasources and their data elements. Data elements need
to be secured separately for EACH datasource that is created.

However, data element security does not need to be applied manually as it is also possible to
automatically:

e apply the security configuration applied to a datasource to all of its data elements (both
existing and future); and

¢ Inherit the security configuration applied to a datasource to simply configuring the security for
a data element.

Special Functions Security

In addition to making its data available as . & couee = Configuration: Securty » e
data elements, a datasource may only . ».f*;m Adroit 10

provide special functions. By securing the o o e essmm— etk
provided special functions it is possible to o s e

secure this specific functionality provided o sarocron

by the datasource itself, which is especially f Conpriraante

evident when the special function is the ———___ A

only means provided for performing a ; ok

specific action.

Although special functions are provided by oo :

datasources, their security is entirely [ o

unaffected by the security settings applied o o

to their datasources. Each special function . .o | [Er—

Execute Specal Funcban

can be assigned security permissions that
determine which users are able to configure
its security settings and which users are
able to use it.

Special function security is applied via the Designer in the Enterprise Manager by right-clicking the
required special function and selecting the Security item.

NOTE: This item is only available if the currently logged in user has the necessary security permissions to
configure the security settings of this special function.
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The following strategy is recommended for controlling access to special functions:

e Specify which allowed users and/or groups are able to use special functions at all, by
associating them with the Invoke Special Function policy.

e Specify which special functions these allowed users and/or groups are able to use for each
datasource so that they will be able to perform their required duties.

In this way, whenever a special function is used either specifically or by the datasource itself, the required
Server first determines whether the currently logged in user is part of the allowed users or groups that
are able to use special functions. If this is so, it will then determine whether the user is actually allowed
to use the special function associated with this specific datasource and accept or reject the request
accordingly.

By default, only the group(s) and/or user(s) that have been assigned global security access to this Server
are automatically assigned full access to all special functions. Special functions need to be secured
separately for EACH datasource that is created.

5.6.5. Client Security

Security is normally implemented by the Server to secure the data exposed by it. However, the Client
(Designer and Operator) can implement its own security. Although these security measures are distinct
from Server security, they can only be implemented after the necessary allowed groups and/or users
have been added to the Server. Client security is usually configured by means of user profiles to control
the access a user has within the Designer and Operator applications. In addition to customising the
display of these applications, profile settings can be used to limit the access users have within these
applications too, as follows:

e to specify which menus and even which menu items can be accessed within the Designer; and

e To specify the permitted user interaction within the Operator.

Profiles can also specify whether you want to automatically logoff its assigned users from the Client
(Operator or Designer) after a specific period of inactivity. This is an added security feature that is often
required by particular industries. For instance, this is required to comply with CFR (The Code of Federal
Regulations), the codification of the general and permanent rules published in the Federal Register by
the executive departments and agencies of the Federal Government 21 (Food and Drugs) requirements.

It is also possible when designing graphic forms, to specify which users have access to which properties
exposed by the controls that have been added to the graphic form. In other words, it is possible to
provide alternate sets of properties, from the default or standard properties displayed for controls, for
one or more of the allowed users and/or groups.
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6. Redundant Agent Servers (Active Clustering)

One of the most important and vital attributes of a world-class SCADA HMI software product should be
high availability. If a vital hardware, firmware, or software component should fail, then mechanisms
need to be in place to ensure that plant visibility and control is restored in a bumpless and timely fashion.

Adroit 10 l\ Adroit 10 |

MASTER STANDBY
Smart Ul Server A Smart Ul Server B

1 f

— ——

Figure 37 Active Clustering

Bumplessness means that after failure and subsequent recovery, any control and monitoring displays
must be in the same state as they were immediately before the failure. Timeliness implies that recovery
should take place in no more than five seconds.

6.1. Active Clustering - Foundation
An Active Cluster is a mechanism for providing client and server redundancy enabling high availability of
the system. Typically, redundancy can be applied to all the levels within the plant. There are three

general components in Adroit which are redundant aware, namely the clients, the servers and the server
I/0.

In Adroit the Agent Server can be setup to be a Cluster Aware Server. Setup is simple and done at the
datasource connection setup through the Designer. A cluster is a set of two servers running a replicated
database (WGP file) on the same project. A cluster server can be networked with other normal (non-
cluster) servers.
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|2 Configuration: Add A New Adroit Datasource ? X

Adroit 10

Insert a name for this new Adroit Datasource
Name: Adroit 2

Add A New Adroit Datasource

Type
O standalone @ Redundant

Agent Server (ComputerName. AgentServerName). If no servers are found (for whatever reason), the
name can still be entered manually.

| o Refresh

* Fthe ComputerName Agent ServerName) is blank a datasource will be created that wil
connect to a local agent server.

Partner Server:
- Refresh

Cancel < Previous Next >>

Figure 38 Add a New Adroit Datasource

A cluster server is either in the mode of master or standby server and can either be in the state of
healthy or unhealthy. The general idea of clustering is that the master server services all the I/O and
client tasks, while the standby server replicates the master server. If the master server or machine fails,
the standby server takes over as master and the UIs and scanning tasks take appropriate action. There
are four key mechanisms in Active Clusters, namely Catch-up, Real-time Catch-up, Replication and
Switchover.

6.1.1. Catch-up

When a new server is added to the cluster, it must become a mirror image of the active member of the
cluster. The new server must restore its historical data (historical catch-up) that it lost during the down
time. A new Agent called the SystemDatalog Agent facilitates this historical synchronisation or Datalog

catch-up.
e
Adroit 10 |E <4+
- e
MASTER STANDBY
Smart Ul Server A Smart Ul Server B

Figure 39 Catch-up
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6.1.2. Real-time Catch-up

Certain Agent types on a cluster server require synchronisation of internal data structures with their
master partner. This process is called real-time catch-up. When a cluster partner starts up and its
Master server already exists, this synchronisation takes place while the standby server is loading up.

NOTE: Real-time catch-up is in no way associated with shadowing and datalog catch-up.

The following Agent types support real-time catch-up: Analog, Counter, Expression, MaxDemand,
Scheduler and Statistical.

/droit 10 /droit 10
Smart Ul Operator Smart Ul Operator

Adroit 10
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Figure 40 Real-time Catch-up
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6.1.3. Replication (Shadowing)

Catch-up deals with the requirement for a new server being added to the cluster to be a mirror image
at the current point in time. But, what about later on when changes occur as a result of external
influences on the cluster?

External changes affecting the cluster members can occur from a dlient or from server scan inputs.
Client changes are typically a result of changing a set point from within a UL. All these sources of change
are replicated to the other server in the cluster in order to maintain the mirror image state of all the

servers.
Adroit 10 Adroit 10
Smart Ul Operator Smart Ul Operator
Adroit 10 = Adroit 10

- .}
MASTER STANDBY

Smart Ul Server A I Smart Ul Server B

PLC
Figure 41 Replication
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6.1.4. Switchover

When one server, particularly the master server, is removed from the cluster, the remaining server must
become the master server. In addition, the clients need to take appropriate action if they were connected
to the missing server.

Adroit 10 Adroit 10
Smart Ul Operator Smart Ul Operator

STANDBY TO MASTER in < 1 second

l-*

MASTER STANDBY
Smart Ul Server A

STANDBY MASTER
Smart Ul Server B

PLC

Figure 42 Switchover
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6.2. Client to Server Connection

The Operator connection to all datasources is managed through the SmartUI Server. The basic premise
of the Adroit UI connection to an Agent Server is that there is only one such connection. In addition,
this connection is fixed to a particular server at start-up of the UL. Clearly, a static UI connection to a
server is insufficient for clustering. The UI connection must be capable of dynamically roaming to any
server in the cluster or automatically tracking the master server in the cluster.

When the machine or server to which the UI is connected fails, or the connection to that machine fails,
the UI connection could automatically switch over to another server in order to provide high availability
of services to the UI.

In Adroit, this is achieved for each of the UIs by listing all the possible Active Cluster Servers in the setup
program. It does not mean that the UI is concurrently connected to more than one server, rather the
premise of one UI connection is maintained but the connection can migrate to another server when that
connection/server/machine fails, or by manually setting the connection at run time.

6.2.1. Basic principles of Dynamic UI connections

The following arbitrary scenarios of two servers and three operators illustrate some of these concepts.
The servers and UIs are named Server A and B and Operator A, B and C respectively by their left to
right ordering in the diagrams below.

Scenario 1: Semi-automatic UI switchover, i.e., all servers have manual master mode assignment and
all UIs configured as automatic switchover UI clients. Servers A and B are running with Server A
designated as the master server, while B is designated as the standby server. The actual configuration
details in Adroit will be discussed later.

/droit 10 l /droit 10 /droit 10
Smart Ul Operator A Smart Ul Operator B Smart Ul Operator C

== gdroit 10

MASTER STANDBY
SMART Ul Server A SMART Ul Server B

Figure 43 Semi-automatic UI switchover
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UI C manually changes connection to Server B using a menu option and then marks A as standby, and

B to be master.

Adroit 10

Smart Ul Operator A

Adroit 10

Smart Ul Operator B

Adroit 10

MASTER STANDBY
SMART Ul Server A

Adroit 10

Smart Ul Operator C

Adroit 10

STANDBY MASTER
SMART Ul Server B

Figure 44 Semi-automatic UI switchover

Now all the Uls switch connection to Server B automatically because they have been configured as
automatic switchover UI operators. The UIs know that Server A was master and now is in standby mode

and that B is the new master, and that they must switch to Server B.

Server A is now a standby server and can, for instance be taken down for maintenance. Alternatively,
Server B may have been a repaired machine, which is now manually set to take over as master after it

has re-joined the cluster.

Adroit 10

Smart Ul Operator A

Adroit 10

Smart Ul Operator B

Adroit 10

Smart Ul Operator C

Adroit 10

STANDBY
SMART Ul Server A

Adroit 10

MASTER
SMART Ul Server B

Figure 45 Semi-automatic UI switchover

Scenario 2: Continuing from Scenario 1 with the master server machine falling over. Master Server
B falls over while all UIs are connected to it.

ATQMS-MKTG-DOC-ADR_10 - Technical Description.docx

Page| 88



Adroit ol TSyt

FACTORY AUTOMATION

All operator UlIs will only switch connection when a nhew master is made known. At this stage they lose
connection to Server B and do not reconnect to another server because there is no master server in
their list of server connections.

UI Operator C manually changes its connection to Server A using a menu option and sets Server A to be
master, with server Bimmediately becoming the standby. Server A becomes the master through manual
intervention, and only now do all UIs switch connection to Server A automatically, because they have
been configured for the switchover option.

Scenario 3: Fully automated switchover, i.e., all servers has automatic master mode assignment and
all UIs configured as automatic switchover UI operators.

When the master Agent Server goes down, the remaining server will automatically become the new
master server. This is purely a server task and requires no UI intervention. Automatic master mode
assignment can be used either to facilitate faster switchover when system failures occur, or during
routine system maintenance.

If the master server falls over or an event (user configured) within the Agent Server (based on tags)
occurs, thereby making the current master server unhealthy. The servers must now decide amongst
themselves who is set to master. The UI connections will automatically track the master server when
the servers decide who is master. Generally, there is always one master server in a cluster unless the
network connection between the two servers is broken. This will cause both Agent Servers switching to
master mode until the connection is restored, to ensure that the master server is always available.

If a user manually designates a new master server, the existing master server will switch to standby
mode to honour the user’s decision.

If a user manually designates a current master server to become a standby server, the server will only
switch into standby mode if there is a connected partner server who is currently in standby mode. Then
the existing master server will switch to standby mode as its partner changes into master mode.

6.3. Configuring Redundant Servers

Configure each of the servers as a server of type “Cluster Server”, then specify the Active Cluster specific
configuration options. This is done using the Adroit Configuration Editor application — Agent Server
Setup.

6.3.1. Server Side Configuration

Client Runtime Transaction Shadowing
All transactions initiated by a client on a particular server may require shadowing to all the servers in
the cluster in order to complete data replication.

For instance, if from within a picture, a UI changes the value of an unscanned tag in a cluster server,
the remaining cluster servers will not receive this new value in order to update their replicate of the tag.
Therefore, it may be necessary for a cluster server to replicate these operations to its partners in the
cluster.
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This constitutes runtime transaction shadowing and can be configured in the setup program in the Agent
Server tab, server type options dialog. This is on by default and it should only be disabled after careful

consideration of the consequences.

Server 1/O Options

¢ Shadow scanned data from master to standby: The default mode of operation where
only the master node communicates with the front-end devices and all I/O changes are

shadowed to the standby.

e Parallel scanning: The alternative to automatically shadowing scanned data where both
the nodes communicate with the front-end devices and I/O reads and/or writes can be

disabled on the standby server.

Server Master Mode Assignment
Configure the desired master mode assignment strategy that is either manual

or automatic. If an

automatic assignment strategy is selected, then optionally configure the post start-up period after which

the server will attempt to set it as master.

% Adrot Smart Ul Editor

Adroit 10

= % Configur ation
R wecame

I@ Agent Server Configu

Agant_Sarder_ Configuration

Aperit Server Type: Stard-alone | Distributed Server -'

Server Project Name: [pavew-TBOCK

AgEnt SErver Name: dudroit

E Driver Configurat
-

Setting up the Server
¥

.
ﬁﬂcﬂﬂdkl‘mgs

f I.Drel'.l.dry Setting

WGP File: :'::'Prwmmﬁdwr rwnohmwm'wmamwwmmwm.m: E]

Agent Server Service:

Log on the Agent Server sersice a5 & specfic user:
Specify & user that has the rights to access the network nesources that the Agent Server (equines access ta,

Usemame:

% Badap Setangs Password:

#n Seaxity Settings EA aute Start Install Service

. _"Senrummom

Setting up the Dpara

Languinge: Theme: | Light - Adroit Smart LT [10.0 32 bit) Defait << Previous

- o N

Agent Server Configuration

Next »»

Figure 46 SmartUI Configuration Editor
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6.3.2. Client Side Configuration
In the case of Active Clusters, the following configuration options are required:
Open the Configuration editor, either as an application or launch it through from the Configuration tab

in the Designer. Making an Operator Cluster Aware is a done in the Operator Configuration Set-Up and
is as simple as checking a box.

™ AOFOHT ST L SO

- o ma
l;im'f' 10 Cluster Settings
: % — The following cluster settings of the Operator can be customized

k ek e Wenled i bes b el chsterreg for Bus Ogeer alor )

i I.@' Agenit Server Config ) Yeu

- O™
O 1 Sefting up the Serves

i’[ Chove Setirgs

Livipns Saitngs
Corraction Seth
0
Senipt Sattngs
-

System Dackup and F

* kﬂd-md

Light | Aol Smart UE [ 18,0 337 bt Diefauilt ¢ & PrErvious Hgat » > Fipdgn

Figure 47 SmartUI Editor — Cluster Settings
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7. Application Protocol Interface — Gateway to
Performance

Adroit is an Open Automation Technology. At the heart of the server is an application protocol interface
encompassing Agent types and instances with their associated properties, attributes, or slots depending
on your preferred terminology.

Furthermore, this application protocol interface Adroit is completely open — allowing access to any
property of any object from any application, written in any language, and from anywhere that has
sufficient security privilege and access to a server with at least one available network connection. This
extraordinary degree of openness is achieved by virtue of the fact that the Adroit application protocol
interface object model is exposed to other applications via a COM/DCOM interface.

Adroit Water SCADA System Demo Reservoir

5

TANK 2

Renervon Crost Selac

> 1 | 3 2 CIRCUT 2
i Company Logo ‘ Excel Sample Report o -

1 _ S
e 1 = TANK 3 SUPPLY
- — E— — MASTER PUMP
» ! z STANDEY PUMP

e

n Fremros

.......

Figure 48 Application Protocol Interface

Specifically, on installation servers register an ActiveX Automation Server interface and corresponding
type library that can be accessed from any COM/DCOM aware application such as industry-standard
spreadsheet and database packages. For example, a remote user running MS Excel can request a list of
tags from Adroit and then use these tags to obtain a snapshot of data and/or a real-time update. On
installation, a range of samples illustrating use of standard spreadsheet and database packages are
available for users to explore, understand and customise for themselves.
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7.1.1. Bulk Engineering Tools - EXCEL
The standard installation includes a very powerful EXCEL plug-in that allows a live connection to an
Agent Server and allows users to bulk engineer Agents on the fly in real-time. This saves an enormous
amount of engineering time. All the Agents, Scanning, Alarming can be freely configured and imported
to you'::T péoject Agent Server.

Book] - Excel
FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIE\l ADROIT [TEAM
goo Configuration File Select Sheet None v !
2t & Disconnect & Report V- Refresh Selected Sheet y = ¢
Alarming Logging Scanning
Status: Connected [ Save Agent Server WGP) | [l Security And Auditing | @ Adroit Add-In Help Config. Config. Config.
Agent Server Connection Project Sheet/Type Options Configurations
|
Al v i fl
A B G D E F G H I J K L
1 | .IName Description Lawmpoah Changed enableChange engMax engMin hi  hiDeadBand High High-high
L L L4 L4 L4 LA L

2 _Ana01 Analog 01 1 0 0 1000 0 800 0 1 1

r r r r r r v r r
3 _Ana02 Analog 02 1 0 0 1000 0 800 0 1 1

r r r r
4| == Ana03 Analog 03 1 0 0 000 o "s00 0 GG

r r r r r r r r r
5 _Ana04 Analog 04 1 0 0 1000 0 800 0 0 0

r r r r r r r r r
6 _Ana05 Analog 05 1 0 0 1000 0 800 0 0 0

r r r r r r r r r
7 _Ana06 Analog 06 1 0 0 1000 100 1000 0 0 0

r r r r r r r r r

Figure 49 Bulk Engineering Tools - EXCEL

7.1.2. Open Interfaces

The ActiveX Automation Server Interface is a simple yet powerful API designed to provide full access to
Agent Server from 3™ party applications running on different development environments such as
Microsoft’s Visual C++, Visual Basic, MS Excel, MS Access and Delphi, etc.

OLE DB connectivity means that Adroit can connect to any OLE DB provider, unlike ODBC that was only
created to provide access to relational databases. It is ideally suited to writing data inside the Agent
Server periodically to a database, such as at the end of a batch job, for reporting reasons. As its
transactions can be done on demand, they can be scheduled and/or they can be triggered.

The Script Agent provides a way for the user to produce process reports by using a Visual Basic or Java
script. This script can then be executed on demand, they can be scheduled and/or they can be triggered.
The Script Agent is able to produce reports in the following formats:

e Atextfile (*.TXT);

e A comma-delimited file (*.CSV);

e An Excel spreadsheet (*.XLS);

e As an e-mail sent to a designated person; and
e A web page (*.HTM) or (*.HTML).

Other types of reports compiled from data within Adroit can either be exported to 3™ party packages
for formatting and printing, such as the polar coordinate plot using Microsoft Excel, below, or can be
created directly using 3" party reporting applications such as Adroit Report Suite.
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7.2. Management Information and Reporting
Within Adroit, reporting falls into the categories of Report Suite, Event Reports and Process Reports.

7.2.1. Report Suite

The Adroit Report Suite is a value-add information system based on specific Adroit agent data logged to

an OLE DB database. Information is presented in the form of web based reporting through the Microsoft
SQL Server Reporting Services platform.

If you have the ability to develop your own reports, then using the DBAccess Agent or DBLog you will
be able to build your own web-based Reporting solution. Alternatively, we encourage you to look at the

Adroit SCADA Intelligence product which offers the latest business intelligence platform for reporting
and analysis.

Adroit

Report Suite

A & | @ | © | ¥
Home SCADA Alarm SCADA OFE EMS EMS
Management Intelbgence Advanced Analysis Auat

Agent Audit DBlog
i | Ay DBLog Statistics |
SCADA Session Daily Summary
SCADA Audit detall Multipie Line Trend
SMARTUI Authorization Detail Single Line Trend
SMARTUI Audit Activity Housekeeping Statistics

Data Management

Agent Audit

Historical Incidents

Figure 50 Report Suite

7.2.2. Report Pack

Built-in Microsoft Reporting Services the reports offer a basic insight to your system and process as well
as offering you a free web-based view into historical trends. These are managed reports that are included
in the standard installation and categorized as follows: Auditing, Datalogging and General.

Auditing Reports

Auditing provides the tools necessary to view the activities of the Agent server and SmartUI server with
reports such Adroit Audit Activity and SmartUI Audit Activity. It is also a report set to measure the
duration of the session of the Agent server with a report such as the Agent Server Session.
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This version of the Adroit Report Pack also introduce us to a report that shows changes that required
authorization on a SmartUI data element (agent.slot). This report is built on the same methodology of

Title 21 CFR Part 11.

Home > Adroit Report Suite = Adroit Reports > Audit Activity

|

| £

[Agent creation/deletion, Agent s|v|

Date From ‘2017!10;’24 04:05:16 PM

Computer [SERVER-1, SERVER-1U1, SERVEI| v/

Date To l2017f10}3] 04:05:16 PM

View By Filter

Home | My Subscriptions | Site Settings | Help

View Report

4 4 : |n|:|f! boobl [100% v Jrind Inext B~ @ & @
Switchboard|Manage Report
Adroit  Audit Activity

option enables the user to filter either by category or user,

The report highlights details on adroit system events and actions logged by the odroit audit agent, indicating the category group, user responsible and action taken. The group parameter

Help?

Report generated at 2017/10/31 0410517 PM

Report period - from 2evrfioizg 042056 PM to 2ouzivofyt ogiosiné PM

Date Time & Computer & | User Name 2 Object Name &

Object Value 2

Category 2 Remarks &

No OF Incidents: (§)

2017/110/25 01:40:10 PM SERVER-1 c VERIW ERVER.WGP 1587 WGP file load/save Update 09-01-2007 (Auto-saved)
2017/10v25 05:00:18 PM SERVER-1 Administrator CASERVER'WGP\SERVER WGP 1501 WGP file load/save Update 09-01-2007 {Auto-saved)
2017M0V25 05:37:18 PM SERVER-1 CASERVER JER. WGP 1564 WGP file load/save Update 09-01-2007 (Auto-saved)
2017/10/25 07:43:41 PM SERVER-1 Administrator SERVER-1_MAINT_DATE Oto1 Audited tag value changes
20M7/10v20 03:45:12 PM SERVER-1 Administrator SERVER-1_SVR2 AgentGroup Agent creation/deletion
2017/10v20 04:31:40 PM SERVER-1 Administrator Agent server Agent server startup/shutdown

& SERVER-1UI No Of Incidents: {22)

© | SERVER-2 No Of Incidents: {36)

Adroit Reports - Audit Activity N ‘

Figure 51 Audit Activity Report

Data Logging Reports

Data logging is extended through a standard DBLog agent that can be configured to log data points for
any agent to an OLEDB compliant database. The report set combines summary tables with statistics
and line charts to plot data trends. All of which combines through drill down and drill through

functionality provided.

Switchboard| Manage Report

Help?
/dﬂf DBLog Daily Summary Report generated at 1017/vof31 035552 PM
Repers Seine
Dbiog deily summary teble shows values for each selected tags on o table end this values cre grouped by tag end detetime.
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o .
‘
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201028 ne 18 ne | ons £ 010 o4 29008 078 “ 108 s | m m 2 wa %% 3 wn 7
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2017031 1388 188 nes | N 2 s | seser | wess e Q J 700 %6 | 728 © w w¥ X we | 4 |
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Tots ne ns nes ns » Ll s “355 m»n s o = m m m an "0e.00 »nn L =
Adroit Reports - DBLog Daily Summary 1 ‘

Figure 52 DBLog Daily Summary Report
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Switchboard|Manage Report Help?
/dl ﬂt MUltlple l_lne Trend Report generated at 2017/10/31 04:01u24 PM
o Multiple line trend returns ¢ specified number of sample points based on the period, divided into equal number of interval sample

segmentt in ¢ single chort, From ecch segment ¢ datea point is returned closest to the interval,
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Adroit Reports - Multiple Line Trend 1 ‘

Figure 53 Multiple Line Trend Report

General Reports

General refers to ad hoc reports based around various server or agent functionality. A New DumpConfig
(Export) agent was launched with Adroit that provides functionality to export specific agent types with
current slot values as configured. A configuration export report is available to use as a configuration
datasheet or snapshot view on agent status. Similarly, a Historical alarm report is based on a limited
alarm management dataset for basic information.

Switchboard | Manage Report

/dlﬂlf Historical Incidents

------- e This report displays o detailed list of historical incidents.

Help?

Report generated at z017/10/31 0511540 PM

Report pericd - from 3017iker3a egrgiag PM 12 1oialys oegiag PM

2017/90/30 11:31:59 PM | MAIN_RESV_LEVEL_HIGH.Hi | Main Resarvor Level 01 High Hi Lavel Jones 20171030 11:35:41 PM | 2017710430 11:34:28 FM | 00:02:27 ] 3
Level Alarm

2017710631 12:48:31 AM | MAIN_RESV_LEVEL_HIGH.Hi Main Reservoir Level 01 High Hi Level Jones. 2017110731 12:47:20 AN | 2017/90031 12:47-50 AM | 00:01:28 1 3
Level Alzem

2017710631 01:34:21 AM | MAIN_RESV_LEVEL_HIGH.Hi Main Reservoir Level 01 High Hi Level Jones. 2017/10731 01:24:56 AM | 2017/10:31 01:38:00 AM | 00:01:28 1 3
Level Alsrm

2017/10731 10:53:10 AM | MAIN_RESV_LEVEL_HIGH.Hi | Main Reservor Level 01 High Hi Lavel Smith 20171031 10:53:55 AM | 2017/10431 11:08:24 AM | 00:15:14 2 3
Level Alarm

2017/10¢31 01:42:53 PM | MAIN_RESV_LEVEL_HIGH.Hi | Main Reservor Level 01 High Hi Level Senith 2017/10/31 01:43:18 PM [ 201771031 00:44:02 PM | 00:01:00 2 3
Level Alarm

2017/90/31 02:33:11 PM | MAIN_RESV_LEVEL HIGH.Hi | Main Reservor Level 01 High Hi Lavel Semith, 2017/10/31 02:33:40 PM | 2017/10/31 02:35:08 PM | 00:01:57 2 ]
Level Alarm

2017/9031 03:31:11 PM | MAIN_RESV_LEVEL_HIGH.Hi | Main Reservor Level 01 High Hi Lavel Knumaio 2017/0/31 03:31:47 PM [ 2017/10/31 03:33:38 PM | 00:02:27 F ]
Lavel Alarm

2017/10731 02:58:54 AM | MAIN_RESV_MONIT_DISABLE Si | Main Reservoir Monitor Disable | Site Status. Monitor Disabled | Joves 2017/10/31 02:50:30 AM | 2017/10/31 03:08:30 AM | 00:07:42 1 2z
e Status Key

201710631 10052:11 AM | MAIN_RESV_SUMP1_HIGH.Hi | Main Reservor Sump 01 High Hi Lavel Semith 201710731 10:52:08 AM [ 201771031 10.07:54 AM | 00:15:43 2 3

el Alarm

2017710631 04:38:43 AM | PMP_ST_TRIF_02.Trip Purmp Staticn Pump (2 Trip Trip Khurmais 201710731 04:30:08 AM | 2017/10¢31 04:30:05 AW | 00:00:22 1 2

2017/10¢31 05:31:13 AM | WATER_TW_N_MONIT_DISABLE | Water Tower Monitor Cisable Key | Site Status Monitor Disabled | Jones 2017110731 05:31:57 AM [ 2017/10v31 05:38:38 AM | 00:05:25 1 2
Site Status.

Alarm Management - Historical Incidents

Figure 54 Historfcal Incidents Report
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7.2.3. Event Reports

These are managed by the event output Agent(s) that have configurable event printing options. With
these options events are printed a line at a time as the event occurs, or only after xevents have occurred
(where xis any configurable value between 2 to a full page), on a time interval basis or absolute time
basis. Events may be printed on a local serial or parallel printer, or output to some networked device.
Alternatively, events can also be written to any SQL compliant database.

7.2.4. Process Reports

These are printed based on either time/date, process event or on demand. The format, content and
printing of the various report types is user configurable. The DbAccess Agent provides a link between
Adroit and various external databases such as Access, SQL Server, FoxPro and Oracle by using OLE DB
technology that is supported by Microsoft.

OLE DB connectivity means that Adroit can connect to any OLE DB provider, unlike ODBC that was only
created to provide access to relational databases. It is ideally suited to writing data inside the Agent
Server periodically to a database, such as at the end of a batch job, for reporting reasons. As its
transactions can be done on demand, they can be scheduled and/or they can be triggered.

The Script Agent provides a way for the user to produce process reports by using a Visual Basic or Java
script. This script can then be executed on demand, they can be scheduled and/or they can be triggered.
The Script Agent is able to produce reports in the following formats:

e Atextfile (*.TXT);

e A comma-delimited file (*.CSV);

e An Excel spreadsheet (*.XLS);

e As an e-mail sent to a designated person; and
e A web page (*.HTM) or (*.HTML).

Other types of reports compiled from data within Adroit can either be exported to 3™ party packages for
formatting and printing, such as the polar coordinate plot using Microsoft Excel, below, or can be created
directly using 3™ party reporting applications such as Adroit Report Suite.
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8. Performance Anywhere Client

The standard installation includes a single free Performance Anywhere client. It allows users to build and
deploy HTML5 mobile and web-friendly interfaces to the Adroit.

Install the Performance Anywhere Client on your web server. The Performance Anywhere solution
makes use of HTMLS5 interface, which makes it unattached to an O/S (unlike the 2 options above which
can only run on a fully-fledged Windows O/S) and is perfect for mobile devices. The Operator can be
launched from within any browser that supports HTML5 and by just specifying the web URL.

The Performance Anywhere client has “widgets” or graphic objects that include;

e Alarm Lists for Adroit

e Historical Trends

e Bar Charts

¢ Analogue Displays

e Buttons and Sliders for interacting with Agent Server

A familiar environment makes building reports very easy. Create a page, add a widget and bind the value
to a data element using the browser, save and run.

) AN

Wy U Craxt

‘\,‘

\ }

My Gaae

Figure 55 Performance Anywhere Client
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9. Utilities

; | Utilities has been added to provide a central location from which the installed
utilities can be launched, instead of installing a host of separate shortcuts for each
individual utility.
¢ |
U T

LI TS
This shortcut is also installed on the Desktop. This application also describes their supported command

line options and by right clicking the utility you can specify which command line options you want to use
when launching the utility.

25 7
r‘_\ / dl' OI t _: Commands and utilities can be

"—-——_‘
Alarm @ scheduled to run today, tomorrow,
10 l Q| AcentBrowser or on a particular day of the week
PC or month at a specified time using
I‘.. SR OPe the Scheduler.

Ii‘ File Version

I°'.f OPC UA Browser
I’”c OPC Browser

Im OPC Server

11001 i
I”"“’ Scanning Monitor
0ot

Scheduler

IM Script Editor

I& Security Manager
I% Agent Server Monitor
'6; UDT Agent Designer

'llﬂl Adtech Licensing Utility

Contact Us

Figure 56 Utilities
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Adroit

9.1. Agent Browser

The Agent Browser is a utility that allows one to browse the configured tags within an Agent Server to
be viewed and selected if required for configuration purposes. This also displays status slot names and
tag (Agent.slot) values and, if the necessary command line option is provided, these tag values can be
modified.

Agent servers Agents Slots

| =] rumStates

numT ags
* Agent types
" Agent groups
ARec

¥ Stay on top

[ Include header slots

pulseWwidth
seqldx
seqList
seqlext
stateldx
stateList
stateText

tagList

[V Paste slot names

[~ Paste server name
Arec01.value
Agent description: Agent description
Slot type: Integer (32 bit)
Slot description: Value
Slot value: 0

typeName
r—

Figure 57 Agent Browser

9.2. File Version
The File Version tool allows you to view the version of your files for your Adroit installation.

B-C: Filename Timestamp ProductVersion | File Revision DriverRevision | File\ «
E}-Program Files (x86) adr_translate.dl 2017-09-20 08:45:52AM  10.0 10.0.0.0 10.
- Adroit Technologies adralarm.dll 2017-09-20 09:10:08 AM  10.0 10.0.0.35 10
- Adroit adrchart.di 2017-09-20 09:11:02AM  10.0 10.0.0.8 10.
adrcomm.dll 2017-09-20 08:48:40 AM  10.0 10.0.0.56 10.
adrconfg.dil 2017-09-20 09:09:46 AM  10.0 10.0.0.73 10.0
adrconfg.exe 2017-09-20 09:11:54AM  10.0 10.0.0.56 10.
adrctis.dll 2017-09-20 08:47:52AM  10.0 10.0.0.0 10.
adrcusdes.chm 2017-09-21 08:07:50 AM
adrcusdes.exe 2017-09-20 09:18:30 AM  10.0 10.0.0.0 10.
adrdebug.exe 2017-09-20 09:18:20 AM  10.0 10.0.0.1 10.
adrdrawp.dil 2017-09-20 09:08:40 AM  10.0 10.0.0.15 10.C
adrdraww.dll 2017-09-20 09:09:12AM  10.0 10.0.0.0 10.C
adrdrvstub.exe 2017-09-20 08:54:38 AM  10.0 10.0.0.1 10.0
adrevent.dl 2017-09-20 09:10:22AM  10.0 10.0.0.10 10.
adrexplorer.dl 2017-09-2009:11:34AM  10.0 10.0.0.20 10.0
adrgraph.dl 2017-09-20 09:08:18AM  10.0 10.0.0.44 10.
2017-09-20 08:48:12AM  1.0.0.1 1.0.0.1 .07
»

[V Show version information for al files

Figure 58 File Version
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9.3. OPC Technology

9.3.1. Adroit as an OPC Client

The OPC Client driver opens up the product to hundreds of third-party OPC Servers available on the
market.

9.3.2. Adroit as an OPC Server

The OPC Server gives an OPC Client application access to all of the tags as I/0 points. Initially the server
must be run manually for configuration purposes, but thereafter whenever a client application connects
it will launch itself automatically. When the OPC Server is started, it is immediately added to the tray in
the bottom right of the screen, as the following iconl. Double-click this icon to open the OPC Server
application.

When typing in an OPC item name, the “dot” notation used in OPC has been extended in that an OPC
item can be referred to firstly by its node, a node is basically the same as an Agent Server, but can also
transparently provide redundancy (especially for clustering) by specifying a backup Agent Server, this
backup server then provides the values if the preferred server is not available. The node, which is
configured by default, has the local machine’s network name and refers to the local Agent Server.

The OPC Server can run on any machine from which it will connect to the Agent Server specified by the
currently selected node. To avoid any DCOM setup considerations when creating remote OPC
connections, it is recommended to run the OPC server on the same computer as the client application.

This application automatically monitors the Agent Server connection and informs OPC clients of any
disconnections by displaying all tags in red in the OPC Server item-address browser. When the
connection is re-established with the server, all items are displayed in green, where appropriate.

9.3.3. OPC UA Client

The latest version of Adroit is also an OPC UA client.

9.4. Protocol Driver Monitor

Adroit includes a Protocol Driver monitor program that allows the user to monitor any of the Adroit
protocol drivers. This program allows the user to:

o Monl_tor the communlcatlon§ b.etween ~ Adroit Protocol Driver Monit.. = [} n_
Adroit and the external device;

e Display statistics for the comms line;

and Datascope
Diagnostic Counters
Error—-log

e View any errors generated by the

external device. Please select menu option 1 to 3.
Hit ESC to exit the program.
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9.5. Scanning Monitor

The Scanning Monitor utility is designed to provide information on the scanning (communications)
configuration for a particular Agent Server to and from its configured front-end devices, such as PLCs,
RTUs, etc. The provided information can then be used to manually fine-tune the scanning subsystem
to achieve optimal performance.

Scan job | Stated | Comms status | Requiedrate | Effectiverate | Successfulrate | Drver iansactio.. | Server updateti.. | fepok I
BSBATCH-@00 1 Healthy 0 0 0 0 0 Heb
RIBATCH.@01 1 Healthy 0 0 0 0 0

1$8ATCH-@0-2 1 Healthy 0 0 0 0 0

S$BATCH-@0-3 1 Healthy 0 0 0 0 0

| Device Address | Job offset | B offset | Deacband |_Outputenabled | Scaninhbited |  Scanbad |
. StatAgtatoMan 0 0 0 1 0 0
StopagtataMan 1 0 0 1 0 0
Manduto 2 0 0 1 0 0
(A.. AuoStat 3 0 0 1 0 0
4 0 0 0 0 0
5 0 0 0 0 0
5 0 0 1 0 0
7 0 0 1 0 0
8 0 0 0 0 0
3 0 0 1 0 0
10 0 0 1 0 0

Figure 59 Scanning Monitor

9.6. Scheduler

Commands and utilities can be scheduled to run today, tomorrow, or on a particular day of the week or
month at a specified time using the Scheduler. Typical examples of its use would be printing a report,
archiving a file, starting a backup procedure, extracting logged data or doing a Putslot operation.

List of entries currently in the schedule:

o
el

Scheduling details: ~Program details:
Repeat eveny: |1 EI |Minute ;I ]Customisad below ...
Days of month: Months of year. | | Execute the following program:
A |
and pass the following parameters:

l

bl 0

g

&

Execute now

¥ and continue unlik At 52 m aty: m

[6032017 035147 .| [26032018095147 .|

Enable this entry? [
Execute "' " every 1 mins, between 26-03-2017 09:51:47 and 26-09-2018 03:51:47.

Figure 60 Scheduler — All users
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9.8. Security Manager

The Security Manager provides a single utility
that contains all the Windows and security
settings you require to fully secure your
installation. This utility also allows you to save
the security settings that you configure so that
these can be applied to other computers, as
needed.

The left hand pane of this utility provides the
following three expandable/collapsible
branches:

NOTE: These branches are displayed in the order in
which you will typically configure these security settings.

File

Tools Help

FACTORY AUTOMATION

This Script Editor is usually launched from
the Script Agent and the derived custom
Agents edit dialogs so that their VB Script
files can be edited. This editor is also
launched by the Custom Agent Designer
when adding VB Script functionality to a
derived custom Agent.

It allows the concurrent editing of the
following script file types: Custom Agent
VB Script files (*.VBS), Script Agent VB
Script files (*.BAS) and Custom Agent
Java Script files (*.JAV).

- Groups
i Users

 Disable Alt-Tab
- Disable CtiEsc

Select whether you wish to use workgroup (local PC) or
domain security:

=) Windows Security Options

‘- Configure Power Users

[=)- Adroit Security Options

- Disable Administrator Rights

. Apply sellir

& Workgroup

¢~ Domain; |adioit.co.za

- Disable Shutdown

- Disable Task Manager

-~ Disable Lock Computer

i Disable Change Password

i Disable Logoff

i Adroit Menu Security
i Adroit Document Security

e Workgroup/Domain: specify the required Windows user groups and/or users for your
installation. If necessary, the typical (default) groups and users can be created for you.

e Windows Security Options: these settings apply to the Windows operating system.

e Security Options: these settings specifically apply to the UI application.

You can also use the Security Manager to export and import configured users and groups.
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Adroit

Agent Server Monitor

The Agent Server Monitor allows advanced users to diagnose or troubleshoot the Agent Server and its
client connections.

General | Channels | Function counts | Chat | Eventlog | Ping |

D escriptic

Debug map vession
Channel count
Charnels free

Memory snapshot
Memary dump

Good subscription bytes
Bad subscription bytes
Update structure bytes
Update buffer bytes
Charnel buffer bytes
Wittual reserved bes
Virtual committed bytes
Clean up memory now
Clean up agent id

Listen thiead pos

Pool data mutex lock pos
Pool data find mutex pos
Maintenance thread pos
Slow chert events

Total intemal putslots
Internal putslot rate

It subs from

Int. subs to

Tirring - theeshold
Titring - subs

Timang - putslot

Timing - putslotex

v alue -

3
16
10

10

2

2

1]
2160524
2029
done!

ADT_JU_&UD/ waiting .. busy ... doriel

0
2017/08/27 13:11:04 : from to ADT_JU_FL_TOP_THE_FILLA tigger - total = 15 ms, lock = 0 ms, urdock =0 ms

2017-09-27 13:11:28 | AS private bytes = 41402368

Figure 61 Agent Server Monitor

9.10. Tag Monitor

The Tag Monitor utility is designed to display the current values of one or more tag values from a
particular Agent Server without having to specifically draw a mimic to do so. These values are initially
displayed in tabular format but can also be monitored in a trend format.

9.11. Watches Window

The Watches window is designed to display the current values of one or more tag values from a particular
Agent Server.

Watches

iy Translation ~
4 WP Fiter Plant
WP Fiter Plant Templat

Type Trend
VIZNET Shared Runtime GraphicObject
VIZNET Shared Runtime GraphicObject

VIZNET Shared Runtime GraphicObject

Name Value

JUICE Filter Plant Filter Plant VIZNET.Shared.Runtime.GraphicObj
JUICE Filter Plant Speed VIZNET. Shared.Runtime.GraphicObj
‘| JUICE Filter Plant Filter Plant VIZNET. Shared.Runtime,GraphicObj

| Last Updated | Status

2017-10-30 02:14:29 PM GOOD
2017-04-24 12.55:33 PM GOOoD

(B Fiter Plant 2017-04-24 12.55:39 PM GOOD

& Motors

B Mut Motors

{0 Runhours 37
< >

Graphic Form Script

Watches Spider Configuration ~ OutputEvents  Translation

Figure 62 Watches Window

9.12. UDT Agent Type Designer

Currently new PLCs such as from Allen Bradley, Beckhoff and LonWorks optimize their communication
performance by consolidating multiple data values into a single User-Defined Type (UDT).

Levels and Layers

Adroit provides the UDT Agent Type Designer to support this new functionality. This utility creates Agent
types (templates) that duplicate the structure of your UDTs in your PLCs, by adding properties (basic
data types) to them.
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UDT Agent Types: Selected UDT - Properties: Selected UDT - Status bits Close
f:]x Name: m m x Type: Status bits: Status bt name: Import
MY _UDT r Status bit 16
Booll Status bit 17 Help
. Status bit 18
Public Status bit 19
Status bit 20
Feacony Status bit 21
Adroit type: Status bit 22
® Boolean g:::zss g: g} Scan size:
Integer Status bit 25 4
Real Status bit 26 Est native size
Datetime Status bit 27 1
VarSting Status bit 30 ?
Status bit 31
Description: Status bit expression:

Figure 63 UDT Agent Type Designer

Since each defined UDT is a separate Agent type you can add more than one of each UDT to your
installation, as is necessary. While this process of defining UDT Agent types is similar to the process of
creating custom Agents, they differ from Custom Agents as follows:

UDT Agent types can ONLY contain data and do not provide any scripting intelligence; and

UDT Agent types contain a "raw bytes" rawValue slot that communicates to ALL of its other
SLOTS (the ENTIRE UDT) in ONE transaction. This accounts for the improved scanning
performance of UDTs.
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9.13. Adtech Licensing Utility

The Adtech Licensing Utility allows users to get, view and/or update the product license which can be
licensed via a HASP hardware key or a software license.

Welcome

License HowTo

Welcome to the Adtech Licensing Utility

For instructions on how to use this utility, please go to the "HowTo" page.

Additional information:

There is currently no HASP connected to this machine.
If you are intending to update your HASP, please make sure you connect it to this machine.

Alternatively, you may reguest a Soft-License.

Request HASP Request Refresh Current

Update Soft-License Update License Apply License (V2C) Rescan HASPs

Figure 64 Adtech Licensing Utility

9.14. WANLink

WANLink allows two or more Agent Servers to communicate over a slow or Wide Area Network. The
following diagram and explanation describes how WANLink works and how it is to be configured:
Remote Outstation(s)

— Master

Adroit 10 | r—c— -

1
)
L)
Agent Server 1 1
1
|

WAN Server A + B
Runtime only database

of client information

—— LAN

Normal Remote JL Connections

— Local
Vil Noda sornewhers o tiB LAN WAN Client
Adroit 10 ’

A 2
1

Adroit Remote Ul 2 .
1
]
]
1

Runtime client scrij
Adroit 10 I - i Adroit 1 I
WAN Client
Agent Server 3 Agent Server 4

Figure 65 WANLink

ATQMS-MKTG-DOC-ADR_10 - Technical Description.docx Page| 106



Adroit PN

FACTORY AUTOMATION

WHERE:

¢ Machine 1 is the “primary” Agent Server (AS1) which obtains its I/O from its remote
outstations. WanServer is also running on this machine, which is connected to AS1, no other
configuration is required.

e Machine 2 is a Remote node which is able to view and control data on AS1 directly because
it IS on the same LAN.

NOTE: Since this machine does not have its own Agent Server it directly accesses the primary machine’s Agent Server (AS1).

¢ Machines 3 and 4 are the “remote Agent Servers”, these Agent Servers (AS3) and (AS4),
may or may not have local data derived from other I/O sources. WanClient needs to be
running on each of these machines.

Each WanClient needs to provide the following configuration:

e The communication settings of each WanServer that is required to communicate with (AS1);
and

e The communication settings for the groups of tags that are to be communicated to each
WanServer:

o Select a Normal group, for links that require a one-way communication, so that the remote
Agent Servers (AS3), (AS4) are only able to view the value of a “linked” tag and any changes
made to this tag will not be made to its associated tag on the primary Agent Server (AS1).

o Select a Control group, for links that require a two-way communication, so that the remote
Agent Servers (AS3), (AS4) are able to modify the value of a “linked” tag and its associated tag
on the primary Agent Server (AS1) will reflect this change.

NOTE: With this method of linking a remote Agent Server (Machines 3 and 4) can operate as if it was a
remote node (Machine 2) of the primary Agent Server it is being connected to (Machine 1).

o Which local tags in these remote Agent Servers (AS3), (AS4) need to be “linked” to tags that reside in
the primary Agent Server (AS1) and the communication settings to its WanServer connected to the
primary Agent Server (AS1).

NOTE: It is not necessary to link to all the tags in the primary Agent Server (AS1), only link those tags that are required.
NOTE: Historical data cannot be transferred over Wanlink, only current runtime values will be sent and retrieved.

In other words, Wanlink allows remote Agent Servers to behave as if they were normal remote nodes
on a Local Area Network (LAN), because data can be read from the Agent Server and also written back.
But the transmission and reception of this data behaves in an indirect manner, and not directly as a
normal remote node would since speed is the most important limiting factor when communicating across
a WAN.
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10.MAPS Process Suite
10.1. Overview

MAPS stands for Mitsubishi MAPS Process Suite, an integrated software solution that combines the
separate development tools of Mitsubishi Electric, Adroit Technologies and EPLAN.

e Mitsubishi Electric manufactures PLCs and Drives for the automation industry.
¢ Adroit Technologies develop the Adroit and associated software.
e EPLAN develop engineering design tools.

Adroit Technologies is focused around offering an integrated PLC/SCADA programming and management
tool that works seamlessly with the Mitsubishi Q-series PLC hardware and the tried and tested Agent
Server and through the Mitsubishi GX Works.

MAPS delivers value along the entire life-cycle and value chain of any automation solution, from the
initial process design, the engineering phases by providing a more structured approach to projects,
which enforces the use of re-usable objects and standards and structure.

MAPS, however, goes one step further to address the shortcomings of current offerings and solutions
around the commissioning, handover and operations phase of an automation project. By using the
EPLAN integration to ensure that all drawings, documentation and PLC and SCADA changes made are
kept synchronized and up to date. This prevents the gradual degradation of the delivered solution and
associated documentation as a customer maintains and develops the process system along the way and,
thereby, ensures that the plant’s integrity and efficiency remains at a high level long after the System
Integrators have left site.

The Enterprise Manager is the central integrated engineering solution for your documentation, PLC
programming and SCADA engineering - giving you a project life-cycle management solution.

A7 MAPS

MITSUBISHI ADROIT PROCESS SUITE

HMI - SCADA - LIFE CYCLE MANAGEMENT
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10.2. MAPS Projects

We need to explain why and how MAPS provides a more structured approach to projects, enforcing the
use of re-usable objects and standards and structure - so that you can better understand some of the
benefits provided by MAPS.

Firstly, it needs to be said that MAPS is not a magical tool that does all the thinking and work for you.
In fact, using MAPS forces you to think and to plan ahead of time — since the key to a successful
automation project is PLANNING. So you should do the following before creating a project:

e Create a comprehensive schedule of all the electrical and instrumentation equipment required
in the plant, which are organized according to the following extended physical model of the
hierarchical structure specified by the ISA S88 and S95 standards:

$-88 (Physical Model)

Enterprise

Work Cell

Work Cell

Equipment
Module

Equipment
Module

Figure 66 S88/595 Extended Physical Model

e The Enterprise level is a collection of plants.

e The Site level is the plant (project). So you will have one project per site. For example, XYZ
Foods.

e The Area level is the defined Plant Area/s of the plant (project) - Agent Server. For example,
Batching Plant.

e The Work Cell level is the PLC/s of each defined plant area. For example, BATCHING PLC.

e The Unit level is the collection/s of equipment items within each PLC.
Typically these relate to the plant area-specific operations, such as Filling, Packing,
Flocculation or Batching. However, you can ALSO create a unit for each item of complex
equipment i.e. equipment that consist of more than one Electrical or Instrumentation item,
such as conveyors.

e The Equipment Module level consists of the defined items of equipment that are classified
into either the Electrical or Instrumentation categories for each of the defined units.

NOTE: These hierarchical categories ALL have a 1-to-many relationship with their components i.e. a Site can contain
MANY Areas, an Area can contain MANY Process Cells (PLCs) etc.

e Specify and group the IO cards used in each PLC along with the virtual memory addressing to
ensure efficient scanning (communication) and allocation by MAPS.
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Secondly, templates are the means by which MAPS enforces the use of re-usable objects, since you need
to assign a template to each Equipment Module or item of electrical and instrumentation equipment
of your automation solution.

Each template associates a SCADA graphic (including an intelligent faceplate for operator control) and a
PLC function block to an item of equipment. The template also creates the required SCADA tags for its
various signals and their PLC variables and links these together.

NOTE: The available Templates are described in detail in the Template Reference section below.

Thirdly, to take advantage of the complete automation solution life-cycle management provided by
MAPS, your design should start with EPLAN Electric P8 application to perform the detailed Electrical
design. Then use the generated Excel Exported workbook and import it to create your project. This will
ensure that all your drawings, documentation, PLC and SCADA changes made are kept synchronized
and up to date.

NOTE: You need to purchase the EPLAN Electric P8 and EPLAN API Runtime License in order to integrate the use of EPLAN
into MAPS.
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